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EXECUTIVE SUMMARY

History of the project

The U.S. (Department of Energy) and Russia (EMERC&M MINATOM), under
the aegis of the Joint Coordinating Committee fadidtion Effects Research (JCCRER)
and the Arctic Council's Emergency Prevention, Bregness and Response working
group are conducting a series of pilot projectdeeelop a risk assessment methodology /
source control process for reducing the potenbaldmergencies at facilities handling
radioactive or other hazardous materials.

The projects are being implemented in accordandd wie Russian-American
Agreement on “Cooperation in research on radiatedfects for the purpose of
minimizing the consequences of radioactive contation on health and the
environment” signed on January 14, 1994, and tlgefr Arrangement Between the
Department of Energy of the United States of Angrend the Nuclear Safety Institute
(IBRAE) of the Russian Federation for Coordinatiorof Emergency
Preparedness/Response Activities.

The projects include the development of a risk sssent methodologies document
and on-site facility risk assessments at selec@zhrdous industrial facilities. The
assessment includes the application of nation&hieal and regulatory standards and the
application of the international ISO 14001 and 15®40 Environmental Management
Systems standard [1,2].

The hazardous industrial facility selected for thvst pilot project is the drinking
water and sewage treatment utility in Apatity, Mamsk region, Russian Federation. The
enterprise supplies water to the population andistvéhl facilities of Apatity city and
adjacent territories applying chlorine-related teabgies. In accordance with the
Russian legislation the enterprise is not refeteethe category of “Hazardous industrial
facilities” due to the fact that chlorine resenfelte storehouse does not exceed 25t at a
time. The first pilot project produced two reporiRisk Assessment Methodology at
Hazardous Industrial Facilities (Working Draft), andAnalysis of Risks of Emergencies to
Population and Territory, and Development of Measures to Reduce the Risks as Applied
to the Apatityvodokanal Utility.



The second phase of this project has been at a WINA factory handling
radioactive and/or nuclear materials. FSUE «SSGBEntific and Research Institute of
Nuclear Reactors» (FSUE «SSC RF NIIAR») located Dimitrovograd city of
Ulyanovsk region - was selected as such type dadrprise. Presently FSUE «SSC RF
NIIAR» is the largest scientific and research cemtk Russia in the field of nuclear
power which operates research nuclear reactorserimiatscience facilities and
radiochemical laboratories. Fuel element and fasémbly research department (FRD) is
the facility for risk assessment methodology apptmn. FRD conducts study of full-
scale fuel assemblies and elements of power reafER-440, VVER-1000, RBMK
and BN) and pilot fuel elements tested in reseagelttors. Process equipment provides
for the opportunity to deal with the items of thetiaty up to 16 Ci (3.7 PBq). The
second pilot project produced three repoesjisative regulation of radiation safety at
nuclear fuel cycle facility, Refined Risk Assessment Methodology at Hazardous Industrial
Facilities and Facilities Handling Radioactive/Nuclear Materials and Sudy of safety
conditions of SSC RF NIIAR fuel research department.

Approach
Risk assessment at hazardous industrial facilisean integral part of industrial
safety management. Risk assessment is the systemtdization of all available
information to identify hazards and estimate riskgprobable unexpected events. The
main goals of risk assessment are to provide coynmanfacility decision-makers
information on:
« the hazardous material within a facility and a ranéter of the greatest to least

potential risk/threat;
 identification and status of facility safety featsy and
* reasonable recommendations to reduce the risk.

This information is used to prepare plans to managential incidents arising from
the handling of hazardous, radioactive or nucleatenmls. In turn, decision-makers can
use international standards and best practicesautihe ISO 14001 process to establish
prevention, preparedness and response programsd base relative risk and/or

recommendations resulting from the effectivenessystems and programs to manage



the hazards. To these ends, agency managemeestedntish a structure and programs to
address these risks through the implementatiomi&rnational or modified country-
specific policies and programs that define objegiand targets to achieve end results.
A critical outcome of the risk assessment is aina¢dobtaining the results to
determine and implement corrective measures, dpveiproved directives, instructions,
action plans for continuous enhancement of prodocfirocess in terms of safety. Of
course, the audit and review of hazardous actwvitigll be essential components to
ensure that the environmental policy is compliedhwiand, that the environmental
management system (EMS) remains appropriate togke identified and the program(s)
to minimize those risks.
The current revised edition of the risk assessmmapthods is applicable for
introduction of EMS based on ISO 14001 standardthi®end the document introduces
some terms and definitions used in ISO 14001 amdul&neously, the terms and
definitions used in risk assessment and manageméete it is applicable. At the same
time, the methods can also be used separately.
International Atomic Energy Agency developed selvedmcuments (IAEA-
TECDOC-994, 1998, IAEA-TECDOC-727 (Rev. 1), 199@)tended for support of
projects on development of strategy of managememitegral risks for large industrial
areas with nuclear facilities. The work in this jeat is in concord with IAEA
recommendations on risk management, which are basemhmplex assessment of risk
and assigning of priorities.
This report developed for these pilot projehtghlights three basic areas that are
critical to an effective risk assessment. These ar
1. A thorough description of the risk assessment ghase
« work planning and organization;
» accident hazard identification (energy sources) :
a) hazardous chemical inventories,
b) radioactive and nuclear materials inventory, and
c) Accidental hazards.

* risk assessment; and

» development of recommendations to manage and u&lyneeduce the risk.



2. A survey of the state of the art in risk assessmmathods and criteria and
appropriateness for the selection and applicatibrthese methodologies based on

available data, design criteria, and industrialrapens.

3. Methodological foundation of risk matrix constraetiand the examples of risk
matrixes for hazardous industrial facilities andlear- and radiation-hazardous facilities.
4. Requirements to documentary registration of resoiitthe analysis of the risk,
long-term programs providing development on managerof risk.

One important documentation element is the themaktasis for the processing.
This is extremely important when the process reabsor more hazardous chemicals to
produce a valuable chemical and waste productsnfaamtenance of a level of safety of
the enterprise it is necessary to create and sufipaary of the technical information

which contains the data about actual conditiorteafacility. Specifically:

* Chemicals, radioactive or/and nuclear materiaksy hventory and hazards
* Process piping and instrument diagrams

» Operating and maintenance procedures

« Employee participation and training

» Equipment integrity
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INTRODUCTION

Both increases in quantity and power consumptiohazardous chemicals used in
industry and the increased technological complegftynodern enterprise technologies
and operational modes require the development ofeahanism ensuring reasonable
assessments of safety criteria for such produdaeiiities considering the probability
and consequences of potential accidents.

Both identification of hazards and risk assessmeaiconsidered as prerequisites for
risk management plan (RMP) development to ensuve@mentally safe management
of operations in accordance with the ISO-14001dsiech Hazard identification should be
an integral part of any existing operational systeéRimsk is usually estimated by
determination of hazard probabilities and impactnéequences) of possible incidents
that could occur at industrial facilities.

It should be noted that risk assessment enablektyfamanagement to correctly
determine measures to monitor and control hazargsevent accidents at the hazardous
industrial facility (HIF).

Risk management means the systemic approach tei@eenaking processes and
implementation of practical measures to preventdacts, reduce the risk of industrial
accidents, and protect human health and life, ptp@ad the environment.

Figure 1 shows the phases to be implemented fdt nwmnagement plan
development.

The methodology to assess the risk establishesrelaked principles, terms and
conditions, general requirements to the procedamed results record-keeping, and
represents basic methods for hazard and acciddmassessment at HIF.

This risk assessment methodology document thairgldeveloped to be consistent
with Russian Federation regulations and guidanaceiments developed by the Russian
Federation, the IAEA, and international industrysto@ractices. The methodology
document is intended to be applied at hazardoussindl, radioactive and nuclear
facilities. The differences among these classes$aadiities is handled by providing
general guidance in the main body of the documedtthen providing specific guidance

to the various facility types in annex’s. This hmadology should provide the cornerstone
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for the basis of a continuous (or continual) im@noent program of a facility's
environmental management system.

This “methodology” is intended for the expertsod brganizations operating HIF.

Accident Hazard ldentification

A 4

Preliminary Accident Analyses Preliminary Conseguence Analyses

l

Risk Assessment
(aspects and impacts)

A 4

Development of Recommendations
(objectives and targets)

v

Risk Management Plan Development
(environmental management program &
operational control.

Figure 1. Main Phases of Risk Management Plan Deweinent



In the ISO 14000 framework, as shown in Figure iBkRRssessment plays a central
role. The figure shows the analysis begins withess planning tasks that result in a
baseline assessment of the facility’s risk. Oreerisk has been determined, then the
continuous improvement loop requires that the amgdion’s management monitor the
risk, identify where improvements are needed, &ed implement the improvements that
are shown to be cost effective. For an existirgjifg since the process is a continuous
improvement loop, it is always possible to perfamisk assessment and then go back
and identify the attainable performance measured @lnjectives. As part of the
improvement process, management might identify waysimprove the facility’s
performance and the decision is made to improvipaance; the facility’s performance
objectives might similarly be tightened. Throughthe process, there are three elements
that are understood. One, the facility's managénercommitted to the continually
improving the performance of the facility. Twoaththe facility’s performance will be
periodically audited; and three, that the basis jtaiging performance will be the
facility's risk assessment. Imbedded in these ehsnis the assumption of thorough

documentation because an undocumented system itherriee assessed nor audited

Identify

Obtain Performance Track &
Management Upgrades if Report
Approval of Needed Performance

Upgrades

Reassess
Risks

Implement
Necessary
Upgrades

Initial
Assessment

Specify Risk Specify Perform .
Policy and Risk Hazards & of Risks
Objectives Measures & Risk

Matrices Analyses

Figure 2.The Continuous (or Continual) Improvemefitrocess
Management commitment is essential to the risk ssssent process, the

development and execution of the risk managememin phAnd the continuous
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improvement cycle. Comprehensive and thoughtfidudmentation provides essential
information for Management Audits and form the bdsir a Continuous Improvement
Program. It is only possible to perform a good rigksessment with adequate
documentation, it is also only possible for managetito audit the processes and execute

improvements with a well documented risk assessamathtrisk management plan.
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1. Basic terms and DEFINITIONS

Accident, accident scenario, accident sequeAoeunplanned event or sequence of

events that results in undesirable consequences.indident with specific safety
consequences or impacts.

Administrative Contral A procedural requirement for directing and/orecking

engineering systems or human performance assoaiatieglant operation

Catastrophic Failureresults in human death, property significant dagnagievous

damage to the environment.

Consequence The direct, undesirable result of an accidemjueace usually
involving a fire, explosion or release of toxic,di@active or nuclear materials.
Consequence descriptions may be quantitative ditafie estimates of the effects of an
accident in terms of factors such as health impaatenomic loss, and environmental
damage.

Consequence Analysis The analysis of the effects of incident outconsses

independent of frequency or probability.

Continual Improvement Process of enhancing the environmental managemen
system to achieve improvements in overall enviramiadeperformance in line with the
organizations environmental policy.

Critical (non-critical) Failureis dangerous (non-critical) for human life, caigeo

impact) significant damage to property and impadhe environment.

Engineered Control A specific hardware or software system desigioechaintain a

process within safe operating limits, to safelytshdown in the event of a process upset,
or to reduce human exposure to the effects of aptup

Environment Surroundings in which an organization operateduding air, water,
land, natural resources, flora, fauna, humans lagid interrelation.

Environmental Aspect Element of an organization’s activities, produot services

that can interact with the environment.

Environmental Impact any change to the environment, whether advenmse o

beneficial, wholly or partially resulting from arrganization's activities, products or



services.A significant aspect is an environmental aspeeat thas or can have a significant

environmental impact.

Environmental Management Systerfihe part of he overall management system that
includes organizational structure, planning adbegit responsibilities, practices,
procedures, processes and resources for develapiptementing achieving, reviewing,
and maintaining the environmental policy.

Environmental Policy Statement by the organization of its intentians principles

in relations to its overall environmental perforroanvhich provides a framework for
action and for the setting of its environmentalectives and targets.

Hazard: An inherent physical or chemical characteristiatthas a potential for
causing harm to people, property, or environmanthis document it is the combination
of hazardous chemicals, radioactive/nuclear mdseren operating environment, and
certain unplanned events that could result in @deat.

Hazard identification: The pinpointing of material, system, process, ghaht

characteristics that can produce undesirable colesegs through the occurrence of
accident.

Hazardous chemicals: Flammable, oxidizing, inflammable, explosive, itox

chemicals as well as substances affecting envirahriiée classes and list of hazardous
chemicals are given in Attachment 1 to Federal t@w Safety of Hazardous Industrial
Facilities” of July 21, 1997, No 116-FZ.

Hazardous industrial facility: A facility or production enterprise, mentioned in

Appendix 1 of the Federal Law "On industrial safetyhazardous industrial facilities"
No. 116-Fz dated by 21.07.97. In this documentaans facility or production enterprise
where hazardous chemicals of actual accident nskused, manufactured, reprocessed,
stored or transported.

Human Factors A discipline concerned with designing machinegerations, and

work environments to match human capabilities, thiions and needs. Among human
factor specialists, this general term includes &atynical work (engineering, procedure
writing, worker training, worker selection, etcelated to the person in operator-machine

systems.
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Accident damaganeans money's worth damages (losses) in industndl non-

industrial areas, including environmental impacsised by the accident at hazardous
industrial facility.

Low-Probability Consequence Failurmeans failure which can not be referred to

any of three categories because of the consequences

Nuclear materialsmaterials which contain or can generate fissil@ear substances.

Facility Handling Radioactive/Nuclear Materials, dlear and radiation hazardous

facility: — a facility or its part, or an installation, wkeradioactive/nuclear materials are
used, manufactured, reprocessed, stored or tramespor

Radioactive Materials, Radioactive Substaneesther substances (not nuclear

materials), emitting ionizing radiation.

Risk: A measure of economic loss, human injury, or emmental damage, in terms
of both the incident likelihood and the magnitudehe loss, injury, or damage.

Risk Analysis The systematic evaluation of the risk associateith potential

accidents at complex facilities or operations.

Risk Assessment: A process by which the results of a risk analysis.,( risk

estimates) are prepared for use in decisions, reithrough relative ranking of risk
reduction strategies or through comparison witk cisteria.

Risk Management:The systematic application of management poligescedures

and practices to the tasks of analyzing, assesamdjcontrolling risk in order to protect
employees, the general public, and the environmentwell as company assets, while

avoiding business interruptions.Risk-Based Decsi@hoosing one alternative over

another based on an estimate of relative risk.
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2. Risk assessment implementation

Accident risk assessment at hazardous industr@litieés (hereinafter referred to
"risk assessment”) is an integral part of indussafety management. Risk assessment
means the systematic utilization of all availabormation to identify hazards and
estimate the risks of probable unexpected or abaloerents.

The main goals of accident risk assessment at thazsrindustrial facilities are to
submit to decision-makers:

 real information on the status of HIF industriciietg;
» data related to the most hazardous (weak) poirteyims of safety; and

* reasonable recommendations to reduce the risk.

In turn, decision makers can use the ISO 14001 gssycor other management
systems, to establish priorities based on relatsleand or effectiveness of management
systems recommendations. To these ends manageaentstablish a structure and
programs to address these risk through the implatien of an environmental policy
and programs, and define objectives and targets.criical outcome of the risk
assessment process is to facilitate planning, ebnmonitoring, identification and
implementation of corrective actions. Of courdee tudit and review of hazardous
activities will be an essential component of a nis&nagement plan or environmental
management program to ensure that the environmpaolialy is complied with; and, that
the environmental management system (EMS) remapsopriate to the risks identified
and the program(s) to minimize those risks.

Risk assessment process includes the following mpdgases:

« work planning and organization;
» accident hazard identification (energy sources):
- hazardous chemical, nuclear and radioactive m#&eneentories,
- process characteristics (high temperature, pressoneentration, etc.),
- operating environment and
- accidental hazards;
» hazard evaluation (preliminary risk assessment):
- preliminary accident analyses,

- preliminary consequence analyses;



e uantitative risk assessment;
« development of effective programs to control riskdls and, where
appropriate, formulate recommendations to redueeistk, and

* risk management plan development.

The essence and main requirements of each rislssassat phase are specified

below.

2.1. Work planning and organization

At this phase it is necessary:
» to describe the hazardous industrial facility uncensideration;
» to specify information sources; and
« to determine the purposes and goals of the risksassents to be

undertaken.

The individual responsible for facility operatiang. the director, usually determines
general purposes and goals.

Accident risk assessment as well as hazard andatopeal readiness analysis are
usually carried out at HIF by a special team ofcgly trained individuals. In the
United States and in many European countries, tihrequirement to use a team of
trained individuals and the makeup of the team Iesn codified into the country’s
regulations. The group consists of experts, in tamdito the director, and those
individuals responsible for technical issues amblved in supporting activities. The
group should not be too large. The optimal numbkes-i7 technical experts. Duties of
each participant should be precisely determined.

For example, to assess a small-scale typical clarfacility (i.e., HIF), the team
would include one individual that has been traiasda leader, technical experts familiar
with the technical limits of operation and onewotmembers of the operating staff. The
team has to be diverse with individual backgrourajzable of identifying process upsets,
the possible progression to an accidental releasetlde release consequences. The
technical disciplines represented on the team wolnmonly include the following

experts:
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* mechanical engineer;

« chemical engineer;

* instrumentation and control engineer;
« environment and safety engineer;

» operator of the installation; and

* the director.

Participation of a team of experts on nuclear adiation safety is required for
nuclear and radiation hazardous facilities.

The team membership should remain constant fordthration of the assessment.
However, in the case when problems arise in soleingome of the technical problems,
the team leader may ask for assistance of thea@tsithat have the required experience
and knowledge

The team should posses sufficient competence teelaevrelevant technical
recommendations. The range of risk reduction measoray include, but is not limited
to: reductions in the amount of materials usede dandling, operating and storage
practices; alternative materials; the reliabilitf @rotective devices; equipment
maintenance; personnel training programs; equipmepgrades (best available
prevention technology); and management of extenazhrds (e.g., regulatory change,
supplier management).

To ensure quality of risk assessments, it is necgs® use the knowledge of
accident regularity and development at similar hdaas industrial or nuclear facilities.
If the results of risk assessments conducted foilai hazardous industrial facility(ies)
or technical devices employed at hazardous indugtcility are available, such results
should be used as input information. However, duith be demonstrated that facilities
and processes are similar and existing differemgisiot introduce significant changes
to the assessment results.

Typically, for hazardous industrial facilities tbérisk assessment are:

« to verify whether operational conditions meet irtdat safety requirements

reflected in the related regulatory documents;

 to clarify the information related to main hazasaasl risks;

» to identify risks not necessarily addressed in laguy or guidance documents;
17



to develop recommendations to organize the actofitthe facility, enterprise and
potentially higher administrative bodies; and
to enhance operational and maintenance instructelated to the improvement of

industrial safety management.

To reach these goals it is necessary to collectaaadlyze information related to the

HIF or industrial enterprise under considerationastordance with the work plan, in

particular:

main components of the industrial facility;

information related to radioactive and/or nucleatenials or hazardous materials
used at the facility;

information on assignment of organizational respmiitses among personnel,
information related to the organizations locatedrbg which may be affected;
information related to villages (or population cas) located nearby which may
be affected even in case of maximum hypotheticaibant;

principle flow chart;

process information, including piping and instrumehagrams (P&lds) and
written operating procedures;

layout of the main technological equipment with ioadtive and/or nuclear
materials hazardous materials;

list of the main process equipment with radioactaued/or nuclear materials
hazardous materials;

description of controls, normal operational limistion points, and alarm points;
and

information on hazardous chemicals distributiothi@ equipment.

Recommendations regarding the form of record-kegpimeporting of the above

information are introduced in Attachment A.

To select and justify risk assessment methodolbgpynecessary to take into account

purposes and goals of the analysis, complexityhef fiacilities under consideration,

availability of the required information, and quiation of the experts involved in the

assessment.
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2.2. Accident Hazard identification

The main goals of the accident hazard identificatjghase are to detect and
accurately describe all sources of hazards an@veldp and understanding of the order
of magnitude of their consequences.

In order to identify accident hazards it is necessa determine all critical elements
of the industrial systems, technical devices, tetdgical units or processes which
require serious assessment and those that aresaohlerest from a safety perspective.

When dealing with any industrial system, its persrshould be considered as one
of critical links, and in many cases the “humantdeg’ represents a rather important
characteristic regarding general safety of a systesnan example, for chlorine use, in
accordance with statistics, over 60% cases of tigasafety of technological processes
at industrial enterprises (of non-nuclear complasg due to erroneous actions of the
responsible personnel. Note that over 50% of suclations resulted from insufficient,
incorrect or inadequate information of operatoramtions to be undertaken. Therefore
examination of opportunities of erroneous actionsl @auses are important parts of
accident hazard identification. At this stage thaipment, regular training, technological
procedures, instructions and directives and peeajumalifications must be considered in
close interconnection.

Accident hazard identification results in:

« List of hazards present at the facility (see Attaeht B1, List of Potential
Hazards)

o List of unexpected or abnormal events (see AttachnB®2, Accident Hazard
Identification and Risk Assessment: emergenciglarcontext of ISO 14001).

» specification of risk-based decision criteria (camsence and frequency) and their
relationship to the facility's accident hazardsviemmental aspects) that will be
used to assess accident risks (environmental impdBee section 2.4).

» description of the sources of hazards, risk factwwaditions for and development

of unexpected events (e.g. probable accident soshaand

« preliminary accident and consequence analyses

! For example, hazard indicators of the used chdsiapnsequence analyses for specific accident
scenarios etc. may be presented, if necessargr tadard identification.
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At the end of the accident hazard identificatiomg# future areas of risk assessment
activities are selected, often on the basis ofrditestive risk rankings of accident hazards
having significant impact(s). The following may leensidered as options for future
actions:

» the decision to stop further assessment due tgniigiant hazard or sufficient
preliminary assessments; and

» decision to conduct more detailed hazard analygisrizk assessment;
» development of preliminary recommendations to rechezards.

To identify hazards and to further assess theitisk necessary to gather, develop
and document the information listed in Attachment té\ this Report including
recommendations with regard to reporting forms fanchat.

Classification of the facility as hazardous indatfacility is carried out in the
process of identification considering identifiecatieres specified in Attachment 1 to
Federal Law “On Safety of Hazardous Industrialikiges” of July 21, 1997, No 116-
FZ.

The results of identification are reported in theni of “Identification list for

hazardous industrial facility” specified in Attacknt A to this report (table A8).

2.3. Risk assessment

Main goals to be reached in the risk assessmesepra:

« to determine frequency, quantitative or qualitgtivenitiation of all unexpected

events;
» to assess consequences of unexpected event; and
* to summarize risk assessment results.

Generally, risk assessment methods can be classdge either qualitative or
quantitative. There are practical uses for bofesyof risk assessments. Qualitative
assessments are frequently used in initial scodyeg assessments where the goal of the

assessment is to investigate at all the processés sgstematically consider the
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interaction of all the hazardous materials and ggnesources that could result in an
undesirable consequence. Considering the risks and without the engineered and
administrative controls present demonstrates tleg@aty of the controls and provides
valuable information for reducing risks if the gtitative phase of the risk management
assessment process, described in the followinggpshs, is not performed. Unless
required by regulation, quantitative methods beeatgy are more time consuming to
evaluate, are typically performed only for facdgiwith inventories of hazardous, nuclear
or radioactive materials that are above a specifeggllatory threshold value. If the

facility inventory is below the threshold or if Aréshold has not been established, it
might be decided to apply quantitative assessmegthads on the most significant

scenarios or bounding accident scenarios. Theviotlg sections will describe first the

qualitative and the quantitative methods and gggdmmendations on their application.

A list of methodological materials recommendedrisk assessment of accidents
at hazardous industrial facilities is given in Atianent F.

2.3.1. Description of qualitative risk assessment methods

Qualitative Methods that will be considered in this sect are:

« Safety Review;

» Checklist Analysis;

* Relative Ranking;

*  What-If Analysis;

* Failure Modes and Effects Analysis (FMEA);
* Hazard and Operability Study (HAZOP); and

* Human Reliability Analysis (HRA).

Safety Reviewsare commonly walkthroughs by a team of experiemqetessionals,

internal or external, to identify plant conditiooisoperating procedures that could lead to
an accident and result in injuries, significantgexdy damage, or environmental impacts.

They have been used in the United States by thearfrapnt of Energy as a way of
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evaluating the safety of facilities that perforrmsar operations with similar materials.
The reviewers are aware of the state-of-the-aretgapractices and look for their
implementation in these facilities. Team membees selected based on their specific
level of expertise, such as chemical safety or gemy response, and during the
walkthrough of the facility and its operation, fecattention on their selected area of
expertise.

Checklist Analysesare a form that asks the assessor to identifyptiesence of

various safety items that are required to be ptesethe facility. These items might have
been specified in hazards analysis documents onattore documents as being important
to safety. They might be constructed from a lissaflety items that would be expected to
be present based on the types of hazards posbkd &dility. Checklists are commonly

included with technical assessments reports to geamant. Such checklists show that
all the required elements specified by managemeahoa regulations have been included
in the report.

As a result, the Checklist Analysis will contairlist of questions and answers on
compliance of the facility to the safety requirenseand safety assurance instructions.
The checklist Analysis is different from the Whéatdue to a wider presentation of the
initial information and the consequences of viaatiof safety requirements. These
methods turn out to be the simplest (especiallintaiknto account auxiliary and unified
forms which facilitate analysis and presentationregults), cheap (the results may be
obtained by a single individual within a day) andsneffective in investigation of the
safety of well-studied facilities with known techogy or facilities with minor risk of a
major accident [3].

Relative Ranking are a series of tables with blank boxes, somelgioipeck boxes

that are completed for the facility being assesg@de of the most commonly used tools
that falls in this category is the DOW Chemical Bspre Index Guide [4] and the Fire
and Explosion Index Guide, that some chemical con@gause to assess their risk level.
The user of the guides performs a series of cdlonk using equations and figures
specified in the guides to obtain a Chemical Expowdmdex (CEI) and a Fire and
Explosion Index for the chemicals being used atféodity. For the chemical with the
highest CEI, a Containment and Mitigation Checkistfilled out. This checklist

contains a total of 21 items, including things likall hoses inspected and tested
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regularly” to “emergency procedures (related tc tBkposure potential) in place and
annual drill held.” If any of these 21 items i poesent, it is reported as a finding in the
management report. For the Fire and Explosion Indeseries of boxes are filled out that
are used to estimate the F&EI value. This valubes multiplied by a loss control credit
factor that takes into consideration the factonsdafety features to obtain a radius of
exposure. The processes where exposure radiusedenwrmally occupied areas would
be the first candidate areas to receive additionpfovements. The end products of the
assessment are the completed forms attached fmw# réentifying recommended safety
improvements. The recommended changes are reéstdrack to a weakness identified
in the completed forms and checkilists.

What-If Analysis, as the name implies, asks a series of questi&@ah question

becomes a line in the scenario analyses table. cohenns in the table (see Table 1)
contain the What-If question, the ‘Consequence/Hbza ‘Recommendation,’
‘Responsible Individual’ and a final column for thesponsible individual to “Initial and
Date’ when the recommendation was addressed aolvees
If an interdisciplinary team of experts uses thistimd, team members can address

many of the questions. So therefore it is oftegfulso modify the column titles and add
a column called “Safeguards” or “Controls,” whehe tvarious preventative, protective
and mitigating engineered controls (safety systeams) administrative controls can be
listed (see Table 2).

Table 1.What-If Table Example

Consequence/ Recommendation Responsible Initial

-
# | What If? Hazard Individuals and Date

1 | Water wag Contamination of Investigate possibility Personnel

lost from| lower room below of large pool water familiar  with
the pool | pool, possible loss not being detectedalarms and
damage to fuel from cleanup system
loss of cooling, and

over exposure of Investigate possibility Fuel  Behavior

personnel in fue] fuel will be damaged Expert
storage area from loss of water
2 | Too muchl Smaller Bounded by Scenarip
water consequences tharl, no fuel damage
added tg scenario 1

pool
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Table 2.Modified What If Table Example

What If? Scenario Description Safeguards Consempse Comments
Too much| Contamination of Low Level | Release of Action Item 1:
water  was| lower room below Alarm on Pool radioactivity in| Investigate
lost from the| pool, possible damageéWNater Levell excess of possibility of fuel
pool to fuel from loss of and Periodig regulatory limits,| clad rupture if

cooling Surveillance of and over| water level
Lower Room | exposure of lowers to expose

personnel in fue| fuel in pool

storage area Action ltem 2:...

Too much| Contamination of High water| Exposure of Bounded by
water added lower room below pool level alarm and personnel in Scenario 1, no
to pool periodic lower room| fuel damage
surveillance of below pool
lower room

As a general rule, if the team does not have tf@nmation needed to evaluate the
incident, it is valuable to include an action itefvhen the action items are met, the team
would come back and fill in the missing assessmdntmation. For many of the What
If questions the risk assessment team will judge ‘@onsequence/Hazard’ level to be
acceptable and no action is required. Includingien where no action is required,
enables reviewers and facility management to masdyejudge the comprehensiveness
of the analysis. If such ‘acceptable’ questioresdrcumented, it is also possible for later
analysis teams to re-evaluate the operation anefrdate that nothing has changed to
invalidate the initial conclusions regarding theseeptable scenarios.

Failure Modes and Effects Analysis (FMEA)is usually performed at a component

or subcomponent level, commonly to look for weakessn the component’s design.
Like the What-IfAnalysis the results are normally summarized inlelform. The

common columnar elements of the table are the ‘Gorapt’, ‘Description’ of when used
or relied upon, ‘Failure Mode,’ ‘Effects,’, ‘Safegtds,” and ‘Actions.’” A typical goal of
such an analysis is to look for single point fakiran element of the system, which if it
fails, would prevent the component from fulfillints safety function or warning the
operator that it is not functioning properly. Fexample, if an alarm is being relied upon
for safe operation, when any single component withe alarm fails, it should fail in a
manner that warns the operator that it can notdopgrform its safety function. In some
circuitry, the sound of the alarm on componentufailis different from the sound of the

alarm triggered when a dangerous situation is ptesehe important design feature is to
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insure that the operator is alerted when the alammalfunctioning. Since there are other
components that might also prevent the operatan fleeing alerted when the alarm
circuitry is inoperable, the Failure Modes and EifffeAnalysis will not eliminate the need
for periodic testing of the complete alarm system.

If it was concluded that there were several fagdundere the operator would not be
warned of a malfunctioning alarm, the assessmemh tehould generate an action item
statement in the “action” column for that entryr the interim, more frequent testing of
the integrated alarm system might be proposed.

Failure Mode, Effects Analysis may be extended domf a quantitative Failure
Mode, Effects, and Criticality Analysis (FMECA).

Hazard and Operability Analysis (HAZOP) evaluates the consequences on the

system of deviations from design conditions. Thicpdure is designed to be performed
by an interdisciplinary team whereas analysis nughbat make extensive use of check
lists can often be performed by a single analy®Z@P Analysis corresponds to the

level of assessment demonstrated by FMEA in tefresmplexity and quality.

The team of individuals divides the process up mseries of study nodes, specifies
the design intent for that node and uses a seffideey words to identify accident
scenarios that may pose unacceptable levels of fi$le specific content of a
combination of the keywords and technological patens is individual for each process.
The following is an example of creating deviatiomsing guide words and process
parameters (see table 3).

Table 3.Creating deviations by HAZOP
Guide Words Parameter Deviation

NO FLOW (No forward flow when there

NO + FLOW =

should be)

HIGH PRESSURE (Pressure are more of
MORE + PRESSURE =

than there should be)

TWO PHASE (More (two) phases present
ASWELLAS + ONEPHASE =

than should be)
OTHER MAINTENANCE (What may happen other

+ OPERATION =

THAN than continuous operation, e.g.,
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maintenance )

The goal of the HAZOP is to insure that no singldufe will lead to a dangerous
situation. One common example that frequently o&da a chemical plant is the
situation where two reactive chemicals are added fwocess to produce the desired
product chemical. If the reaction occurs in tha&cter designed to control the production
of the chemical adequate safeguards are usualbepre However, if the failure of one
component will result in the ‘reverse’ flow of omeactive chemical in the feed tank of
the other, then the chemical reaction will occuraim area of the process where no
safeguards are present. It is important to iderdify study nodes where such single
component failures could occur in the process.

The HAZOP procedure was designed to systematiealtyze continuous processes
where reactive and highly hazardous chemicals anelled. Thus the emphasis on ‘no’,
‘less than,” ‘too much,” and ‘reverse’ flow. It sasy to see how such process upsets
involving reactions are highly exothermic can caseeere consequences. Similar upsets
involving batch processing are also possible. dithy processing the key word ‘skip’ for
skipping a step must be considered and ‘reverkestan the added meaning of reversing
the order of the batch processing steps. Sinceédfhirition of ‘batch’ processing can be
extended to include any stepwise process any typeocess can be assessed using the
HAZOP technique.

The columns in a HAZOP table are quite similariiose in a What-If and Failure
Modes and Effects Analysis table. For each stuatlena table is developed that contains
the design intent at the top of the table followsda columnar table with the ‘ltem,’
‘Guide Word’ causing the deviation, ‘Cause,” ‘Cogsences, ‘Safeguards,” and
‘Actions.” Just as with the What-If analyses, floeus is on action items to improve
safety. Similarly, it is considered extremely \adle to include scenarios where the
consequences and/or safeguards are consideredadgleddne way of minimizing these
scenarios is to develop a cross-reference tableenthe deviation guide words, such as
‘high’ form one axis and the process variables @ssed with components such
‘pressure’ for a study node such as a ‘storage, tankpurification system’ for the other
axis. The deviation is only considered applicdblethose components where a check

mark has been entered in the cell forming the actgon between the two axes. For
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example, the guideword ‘high’ would not be appliedhe parameter ‘pressure’ for water
pool since it is impossible to raise the pressureva atmospheric pressure. ‘High
pressure” might be a meaningful deviation for arifeation system’ that contains a
‘pump.” Such a matrix also serves as a checkttisensure that all the applicable
deviations are considered for each study nodetudysnode typically contains a logical
grouping of components, such as a pump, its captrahd the piping and valves
associated with the pump.

Human Reliability Analysis (HRA) is a systematic identification and evaluation of

the factors that influence performance of persorsh@ling normal and emergency
operation.These factors include: environmental conditiong.(éf a person must perform
the critical action while using a full face respia the error rate will be higher than if the
same critical action were performed in an air cboded control room), a person
professional skill and knowledge, psychophysicglatalities, and the performance of
information representation system and the processrals. The purpose of HRIis to
identify potential human errors and their effectisto identify the underlying causes of
human errors. The analysis can be also used tdagettee recommendations to reduce
the likelihood of such errors. Human Reliability @ysis is usually performed in
conjunction with other risk assessment technigbiesexample, in a case when a branch
point in an event tree is available wherein thecess or failure depends on a trained
person performing a critical sequence of actiom& person may fail to perform the first
task but then detect the error and recover beferpning the next critical task. At each
critical step the probability of performing the steorrectly is estimated. If there are
multiple steps, then the probability of succesgfdlbmpleting critical sequence is the
multiplication of the probability of successfullpmpleting each step. For more details
on this method the reader is referred to [5, pB-182; 6, pp. 29-30; 7].

2.3.2. Description of quantitative risk assessment methods

Methods of quantitative risk assessment are clexaetd by calculation of the risk
parameters and present a further development ofitajulee methods. As a rule,
quantitative assessment requires higher qualifinatif the experts and a greater amount

of information on the facility, region of its lo¢ah and the processes.
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Quantitative Methods considered in this attachment are the following:

« Quantitative Scenario Analyses;

» Failure Mode, Effects, and Criticality Analysis
 Event Trees;

« Fault Trees;

» Cause-Consequence Analyses; and

e Simulation Models.

Quantitative _Scenario _Analyses All the tabular qualitative analyses methods,

What-If, HAZOP, and FMEA methods can be translatetb quantitative analysis
methods by adding columns that quantify the scerfaeiquency and scenario risk. The
consequence and safeguards columns, if not estinmatequantitative manner, must also
be quantified. This is normally accomplished by@ly adding a quantitative expression
to what was developed for the qualitative assessmeiihe effectiveness of the
engineered and administrative controls can be tfiehtby considering the accident
likelihood and consequences and with and withoetdbntrols. The likelihood without
the controls is estimated by removing the probihihat the control is unavailable at the
time the accident is initiated from the overall ideoit failure likelihood. The
consequences might also be larger with out thercloptesent.

When the safeguards column of a qualitative assassmethod is quantified, the
modification normally takes the form of a mathemaiti statement added under the
descriptive statement that was developed when thaitgtive risk assessment was
performed. As an example, in the safeguards colofrihe qualitative assessment for a
specific scenario, the assessment team might eted lan alarm and operator training as
two safeguards that are being relied. To quattidy column, the fraction of the time the
there might be a failure for the alarm to soundhnige estimated by the risk assessment
team to beéd. Similarly, for the0.999 fraction that it does sound, the operator, beeaf
the training program, might make the correct resp099 fraction of the time. Thus the
probability of an incorrect response, would be esped mathematically as
0.001+0.999*(1-0.99) = 0.011. The effectiveness of the training is converted failare

28



rate by subtracting the judged effectiveness oftiti@ing from1. This is an example of
how the results of a human reliability analysislddae factored into the risk equation.

The frequency of the scenario, a new column intéide, would be developed by
estimating the frequency of the initiating evend @my other conditions that are required
to cause the undesirable event. For examplegiltidesirable event is a major fire that
would release radioactive material in excess adas limits, the components that must
be present would be, the radioactive material, #xceombustible material and an
ignition source. The risk assessment team woud éistimate the frequency of having
the radioactive material present. Conservatively is often assumed to be one. Then
they would estimate that probabilities that thewuld be too much combustible material
present and that an ignition source when the ratiga material was present. For an
operating facility, the probability that too mucbnebustible material is present can often
be obtained from operating records. Conservativelgften assumed that the ignition
source is always present. If that is the case,ptabability would be assignedlaThe
effectiveness of the safeguards system, the fppression system, would be included in
the safeguards column, not in the scenario frequentumn. The probability that the
fire suppression system is not available at the tithe fire can often be obtained from
records of fire suppression tests performed atfalodity being analyzed and facilities
using similar fire suppression systems. This omit the value of National Failure
Databases that can be used at any facility whefonpeng risk assessments.

Failure Mode, Effects, and Criticality Analysis (FMECA). For this analyses each

type of failure is ranked taking into account threain components of criticality — the
probability (or frequency) of a failure, the poskip of identification of a defect prior to
start of operation and the severity of failure @mgences. The criticality parameter of a
failure is a quantitative value, which takes inte@unt the probability of a failure during
the whole period of operation and the severity aggible consequences. The concept of
criticality is close to the concept of risk and ni@g/ used in quantitative analysis of the
risk of an accident.

The results of the analysis are presented as aflisiquipment, probable failure
modes and causes including frequency, consequerrdeslity, failure detection devices

(indicators, instrumentation and control etc.), ahdecommendations to reduce hazard.
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The quantitative values of criticality parametergynibe used in setting the priorities of
the corresponding correction actions.

Table 4 gives classification matrix of assessmérfrequency and significance of
failures (recommended by International ElectrotécdinCommission (IEC) standard [8])
taking into account the severity of consequencésrd are four groups to be analyzed
which may be damaged by failure: personnel, pojmurdatproperty (equipment,
structures, buildings, product items, etc.) andeimaronment

Table 4 uses the following criteria of failure ddigation taking into account

consequence severity:

» catastrophic failure- results in human death, property significant agen

grievous damage to the environment;

» critical (non-critical) failure— a threat of life loss, critical facility damage,

environmental impact present (absent); and

» with negligible consequencesdoes not correspond to any of the first three.

The matrix determines the following categoriesalufres:

A — guantitative risk assessment or specific safegasures to reduce the risk are
required;

B — quantitative risk assessment or specific safeggsures are expected,

C — - qualitative risk assessment or some safepsnres are recommended; and

D — assessment and specific (additional) safetysarea are not required.

Table 4. “Probability-consequence severity” matrix

Failure Failure consequence severity
. " . With negligible

per year Catastrophic Critical Non-critical consequences
Frequent >1 A A A C
Probable 1-19 A A B C
Possible 16-10° A B B
Seldom 16-10* A B C
Practically impossible <1b B C C
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Criteria, given in table 4 are used for rankingtleé hazards and determining the
overall level of risk of an industrial facility. lthis case rank A corresponds to the highest
(unacceptable) level of risk of the facility, whicbquires immediate actions on safety
assurance. Correspondingly, indexes B and C repra@sermediate levels of risk, which
require further analysis and detailed study ofuf@lmechanisms. Rank D corresponds to
the safest conditions, when there is no need ftinéu study of failure causes.

This matrix may be successfully used at the stdgwediminary risk assessment for
identification of the scenarios for detailed rigisassment.

FMEA and FMECA methods are used for analysis ofguts of complex technical
systems or in modification of hazardous faciliti€se analysis is carried out by a team of
experts (3-7 individuals) within several days orek® dependent on the complexity of
the task. The method is described in more detailS,ipp. 113-139; 7].

Event Tree Analysis (ETA) allows to track the possible accident situatioassed

by personnel errors, external impacts, equipmahiré&s or process interruption, which
are chosen as initial [6, pp. 30-31; 7]. Event $raee commonly used where there is a
clear timeline for the accident progression. Evieeé analysis is a "forward-looking"
process, with the experts examining the chainsoskiple events (intermediate events)
starting from the initial event and leading to thecident (the final event). The initial
event and the following intermediate events acyualkscribe the possible paths of
incident evolution. An expert views the possibléesameasures directed at elimination
of the influence of the initial event at each staflee success or failure of the safety
measures is incorporated into the event tree armdsf@ branch point. One could place
more than two branches at any of the branch pdiritere were intermediate states of
failure. While the accident progression might a¢des several branches, for all but
facilities with complex control systems, two ordhrbranches are usually sufficient to
model the failure of the engineered and adminisgaicontrols. While there are
frequently several controls that could be includedhe accident sequence, because
common cause failures will frequently defeat selvepatrols simultaneously, it is best to
select two or three controls that are believedetanblependent and credit them for safety.
The probability of the initial event can normallgtienated from the operating history of

the facility or from the operation of similar fatis at other locations. The frequency of
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a separate event or a scenario is estimated byphuig of the frequency of the initial
event by the conditional probability of accidenbkrion along this scenario.

A typical event tree is shown in Figure 3. In teeample, the probability of
detecting the loss of pool water is placed at @99%. The probability of the level
detector not alarming is placed at 0.01 or 1%. eHalarm failure means that the operator
did not detect the emergency signal due to somsrsa The second branch determines
the possible conditions of fuel element claddingsl #he corresponding probabilities
under the condition that the loss of water toolcelaThe probability of clad failure from
over heating is placed at 0.01 or 1%.

Initiating Event Water Level Alarm Fails| Fuel Cladding Fails

Fuel Cladding Fails

0.01
Alarm Fails
0.01
No Fuel Cladding Fails
Water Leak Occurs 0.99
0.99 Alarm Sounds, Water Leak Stopped

Figure 3. Event Tree for Loss of Spent Fuel Pool &a

Event trees are a way of summarizing success adndef@aths on the same diagram.
There are basically three event sequences showheodiagram. Each begins with the
water leak occurring. Assume the frequency of &éewkak is once every ten years, or
0.1/year. Then one accident sequence is the Wakroccurring, the alarm failing and
the fuel clad failing. The alarm is a safeguardsiponent. The frequency of that event
sequence occurring is 0.1* 0.01*0.01 or’A@ar. The second event sequence is the
water leak occurring, the alarm failing but no fud failure. The likelihood of that
event sequence is 0.1*0.01*0.99 or 9.9%4@ar. The success path is the leak occurs, the
alarm sounds and the leak is stopped before stgmifiloss of pool water occurs. The
frequency of that event sequence is 0.1*0.99 ox1@&year. If the risk must be
quantified, then based on the significance critdr&ng used to assess the risk, the
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consequences associated with all three accideniesegs would be estimated. In the
case of the bottom branch, since the alarm systemctibned as designed, in all
likelihood there would be no consequences. Thallaibranch would have somewhat
higher consequences because there would be expodurgng cleanup and the top
branch would have the highest consequences bettargewould be both releases to the
water and potentially to the atmosphere. If a ngltrix, as described in Attachmentis
being used to model risk, it is then easy to pktthree of the event sequences shown in
figure 1 on the risk matrix. For complex systems mot unusual to have event trees with
hundreds of branches and it is not uncommon to fag# trees, described next, to
estimate the branch probabilities. Irrespectivéhefnumber of branches, the results can
always be described as a series of event sequeleekis way, the results are exactly
like the Quantitative Accident Scenario table thas previously described. Event trees
provide a way of displaying the logical structufdlee scenario table, showing that there
is a logical sequence to the accident sequenceg bealuated.

Fault Tree Analysis (FTA) is used for identification and analysis of possibhuses

of accident situation initiation [9, pp. 28-29]. HaTrees, like Event Trees are a logical
way to display may accident sequences. To formt fimek for a Top event (accident,

specific failure) the expert at first identifiesethntermediate causes of the event of
interest. Each of the intermediate causes is eludis an intermediate event and is
similarly examined until all of the initial even{sitial causes) will be found. These

causes may include equipment failures, personmersgrexternal impacts. The logic

operations of "OR" and "AND" are used to combine ithitial event so that they reliably

lead to the Top event — the accident situation.

As an example figure 4 shows a possible eventftnethe top event — fuel cladding
failure from loss of pool water. The symbol lalefd” is an “and” gate and the symbol
labeled “2” is an “or” gate. Operation "AND" meathst the event above happens in case
of simultaneous occurrence of the events belovg ¢hbrresponds to multiplication of the
probabilities for assessment of the probabilitytioé event above). Operation "OR"
means that the above event may happen as a résdcarrence of either of the events

below (i.e. the probabilities of these events alded up)
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Fuel Cladding
Failure Occurs

1)

Al - Loss of Pool A3 - Fuel Clad will Fail
Water Occurs from Loss of Water
0.01

A2 - Pool Level Alarm
Fails to Sound

0.01
I |
A4 - Pipe Break A5 - Pool Wall
Occurs Leaks
0.1/year 0.001/year

Figure 4. Fault Tree for Breach of Cladding Failue
The fault tree was drawn on an accident sequerateighsimilar to the event tree

previously described to show the differences. alt be seen that whereas the event tree
looked at several outcomes, the fault tree focasesnly one. The fault tree also has
embedded event sequences that are called “cut Sdisy represent all the logical event
seqguences that could lead to the top event. Irathié tree shown in Figure 4, there are
two cut sets. One cut set is A4, A2 and A3 anddbeond is A5, A2 and A3. The
frequency of the first is TUyear and the frequency for the second i€/y@ar. The first
cut set was also shown in Figure 3. However, witetba event tree considered other
‘top events’, the fault tree considered a secoiehse path that was not considered in
the event tree shown in Figure 3. While the seaahehse path could have been shown
in the event tree, nothing was lost by not consigethat event sequence because it has a
lower probability than the cut set that was ingchtby the pipe failure. Clearly the
consequences of a fuel clad failure would be tmeesevhether on not the loss of water
occurred from a pile break or a leak through th# s@athe fault tree really is only being
used to estimate the frequency of the top event.

It is certainly possible to develop this fault trieether. For example, A2, the pool
water low level alarm failing to sound could be é®ped into additional branches.

Similarly, since the pool is lined, for a leak thgh the wall to occur, the lining must be
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defective and there must be a crack in the wahe ree should be developed down to
the level where failure data can be obtained. example, if there is no way to detect the
leak in the liner, then there is no advantage ghbnedeveloping A5 any further. Another

example: if one of the leak paths had been a leakye, and there is good data on the
frequency of valve leaks, they would probably havée large leaks to threaten the fuel,
then the fault tree should not be developed dowthédfailure of the components of the

valve.

As was pointed out previously, since the fault tofiers a way of calculating the
frequency of the top event, making the top eveatf#ilure probability of a branch in the
event tree provides a means of quantifying an etveatbranch probability that might not
otherwise be easily quantified. Thus where thesethe possibility of major
environmental impacts should an accident occurcmdplex safety systems have been
installed to reduce the frequency of these undeasiraccidents, it is not uncommon to
model the risk using event trees to identify theymelease sequences and fault trees to
estimate the branch probabilities for the most irtgoa branches.

Cause Conseguence Diagranmere a specialized risk assessment tool that casbin

the inductive reasoning features of an event trgle tive deductive reasoning features of
a fault tree. Essentially the top event of thetfangdle becomes the initiating event of the
event tree. For more details on this method thdeeis referred to [7].

Simulation Models are seldom used in risk assessments because tbeyegy

difficult to use. Basically, each parameter is sidared as a random variable and the
state of the system at any point is expressedpaskability distribution. In the example
shown in Figure 3 and 4, the time the water leakuoed would be considered as a
random variable, the size of the leak would be esged as a probability distribution, the
level of the pool would be a distribution and thelihood someone would be present in
the facility would be shown as a time distributiotvarious outcomes as a result of
possible operator actions could be considered ande&ch a probability would be
assigned. The distributions could take on manyn$rranging from the common bell
shaped normal or lognormal distributions to a umifodistribution between the two
extremes. A Monte Carlo type code would then bedus simulate the leak for
thousands of times. For each simulation, the toheach leak, its size, and the pool

level, and all the probabilities would be selectesing a random number generator.
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Those that are expert in the use of simulation nsodeuld probably say that they can
get the risk distribution for a specific facilityperation quite quickly. The learning curve
for mastering this technique is very long. Sinoe data requirements are significant, the
results using this method are frequently more sgasio the availability and quality of
the input data. For a facility that has operateahynyears and has collected a lot of
performance data over the operational period, thieevariation in the depth of the pool

water, the data requirements are probably notsareis

2.3.3. Selection of Risk Assessment methods and recommendations on their

application

To select risk assessment methods it is necessaakeé into account: the type of
hazardous industrial facility under consideratinature of accident hazards; availability
of the resources to conduct the assessment; erperand qualification of the consulting
experts; availability of required information; objes of the assessment; and any
regulatory requirements that must be met by thessssent.

To select and apply risk assessment methods thevinf requirements should be

met:

method(s) should be scientifically and in some clgglly (by regulation)

justified and correspond to hazards under condidera

 method(s) should demonstrate the results in the nararenabling better

understanding of hazard and identify the ways tlnice the risk;

* method(s) should be tailored to the availabilityimformation, for example, if
the process piping and instrument diagrams are awailable, meaningful
HAZOPs can not be performed;

* method(s) should be iterative and auditable;
* method(s) should be tailored to meet the objeciidke risk assessment, and

« the assessment methods should be familiar to tlaen tperforming the

assessment and the team should be trained in t@ngethod.
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Probably the most important criteria are the refgmarequirements. As an example,
in both the Russian Federation and in the UnitedeSt for nuclear power reactors, the
regulatory agency expects to see event trees toridesthe failure sequences for
postulated design basis accidents with fault tusesl to estimate the branch probabilities
for the event tree branches. Both the event tredault trees can be quite large, in some
cases, over 100,000 possible combinations of fikequences might be analyzed to
estimate the probability for one branch of the ¢wsre. In Europe, facilities containing
large quantities of hazardous chemicals are regaoeonduct quantitative risk analyses
to demonstrate the potential for fatalities in thieinity of the facility following a
potential accident is in an acceptable range.

The second most important criteria are activitiepttases of operation. As shown in
table 5, if the process is just being designedatheunt of detail regarding the equipment
design and even the location where the facilityhhige constructed could be unknown.
In such situations, qualitative methods such a<ldlsts and the qualitative What-If
Analyses are frequently all the data will suppoturing the design phase, the suite of
methods that can be used expands significantlyusecthe safety systems are beginning
to be specified and it is appropriate to use metaittd methods. For chemical facilities,
the HAZOP is ideally suited to be used to demotsstitzat there is no scenario which has
a single point failure, i.e. not protected by aiskeone engineered or administrative
control. Just prior to start-up, and during opere, all the procedures have been written
and the piping and instrumentation diagrams haen lpgepared so detailed, quantified
risk assessment methods can be used. During @perdlbe availability of process
performance data, including the performance of rotsit makes it possible to use actual
data to populate any of the more detailed risk sssaent methods, such as event trees
and fault trees. The availability of such detaidata also facilitates use of detailed
methods when major plant upgrades, i.e. recongtnyare being planned. The following
symbols are used in table 5: 0 — the least apmtgnnethod of analysis ; + — the

recommended method; ++ — the most appropriate rdetho
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Table 5. Recommendations to select risk assessmetihods

Activity or Phase of Operation

Method Location Commissioning
(pre-design| Design or Operation| Reconstruction
work) decommissioning
What-If Analysis ++ ++ ++ ++ +
CheCkl.iSt ++ ++ + ++ +
Analysis
Hazard and
Operability 0 ++ 0 ++ ++
analysis
Failure type and
consequence 0 + 0 + ++
analysis
“Ever:t and fqllure 0 + 0 + t
trees” analysis
Quantitative risk 0 0 0 + ++

assessment

Another criterion for selecting a risk assessmeathwod is the availability of prior
results. It is quite common to perform a less itetascreening type qualitative hazards
assessment during Accident Hazard IdentificatiQualitative methods such as What-If
and HAZOPs could be used to develop several hunpostulated accident sequences
and then as the accident sequences are being ®diltize team might identify 10 or 20
potentially significant scenarios that are bothrespntative and bounding of the
hundreds of scenarios listed in the hazard scrgeriiihese 10 to 20 scenarios represent a
set of scenarios that are ideally suited to be ditbinto one of the quantitative scenario
analyses methods described in the section 2.3.2. 8dvantage of developing the
quantitative risk assessment from a qualitative isnevident. There is a tremendous
savings in effort that can be realized by buildmg what has been done previously.
Since the 10 to 20 potentially significant scermribave been selected as both
representative and bounding, there is no need amtdy hundreds of scenarios. This
enables the limited resources of the risk assedsteaam to devote their efforts to the
scenarios that are believed to be truly importamtuhderstand and control. (See

attachment B for additional details and discussibdetermining significance.)
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There are two additional criteria that need to besalered. One is the expertise of
the risk assessment team and the last is audijalofi the results. If there is no
regulatory requirement to use a specific method thiedteam is familiar with What-If
type analyses, then rather than trying to leareva method, the best risk assessment will
be realized by using with the What-If method. Rdgay auditability, it is important that
management be able to review the results andatsis important that the documented
results be available to process personnel. Allntehods described in this document

meet the auditability criteria.

2.3.4. Scenario-Based Risk Assessment: Selecting a Suite or Combination of Risk

Assessment Methods

It is assumed that as during the Accident Hazarehtification phase of the
assessment, a scenario based qualitative methodbbes used to document a
comprehensive set of accident scenarios. Suchvaosgd have systematically identified
and qualitatively evaluated a broad set of possibteidents. To develop this
comprehensive list of accident scenarios, it isessary to identify the energy sources
that could initiate the release, the quantitiehatardous material present, and then to
systematically consider all possible release mesh@ The final step of the Accident
Hazard Identification phase is do identify thosecidents sequences that are
representative of a class of accidents and alsabmany other accident sequences. By
identifying this set of representative accidentssifrequently possible to demonstrate
that as few as 10 to 20 accidents sequences bawedas hundred-accident sequences
that were documented during the Accident Hazardtlfieation phase.

In many cases this bounding is quite easy. Sinaitamident scenarios can occur in
many parts of the operation, probably with equietlinood. If the probability of the
initiating event is equally likely anywhere in tfeility, the bounding scenario would be
in the area of the facility with the greatest intgeg of hazardous material and therefore
would pose the highest consequence. Since theidney of the similar scenarios is
judged to be the same, this scenario with the gstatlease clearly bounds the others.
Similarly, scenarios judged to be more frequent hading similar consequences are
selected as bounding as well. A common reasorsdtgcting a scenario as bounding
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based on frequency is the number of operation®peadd. If in one area of the facility,
an operation is performed a thousand times a ya@draa similar accident scenario can
occur in another process area where only a hurmjpedations are performed a year, the
more frequent operation will clearly have the highsk. The point of the screening is to
not be forced to quantify hundreds of scenariosdah@not bounding accidents, accidents
that pose the greatest risk because of the quaatégsed or the frequency of the release.
When qualitative accident sequences are the outdoome the Accident Hazard
Identification phase, then it follows that the easiway to quantify the 10 to 20 bounding
scenarios is to one of the quantitative scenaralyars methods described in the section
2.3.2. As described in the description of the quainte scenario analysis methods, in
order to quantify the bounding scenarios that ughi® point have only been qualitatively
evaluated, it will be necessary to quantify thejfrency of the scenario, the effectiveness
of the controls and perhaps the magnitude of theseguences. There are many
techniques that could be used for quantifying thiesms. Some might utilize additional
methods listed as quantitative analysis methodsertion 2.3.2. For example, if the
availability of a engineered or administrative cohtcan not be estimated from
operational data, then a fault tree might be deedao estimate the probability that the
control might not be able to stop the progressibthe accident sequence or mitigate its
consequences. Similarly, if the recovery from acpss upset is dependent entirely on
the correct actions of the operations staff, theHRA study might be performed to
identify the probability that the critical operatianight not be performed correctly.
When there are several possible outcomes to arsoesay a complete failure, a partial
failure and no failure, then an event tree mightibeeloped and quantified to model the
multiple outcomes. Because of the many and vamretdimstances that might arise, even
when quantifying as few as 10 scenarios, the rsdessment team night use all the
quantitative risk assessment methods listed inge2t3.2. The choice of the best way to
quantify the terms in the bounding scenarios ultatyaresides with the risk assessment

team leader.
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2.4. Criteria for ranking the consequences of accidents and their
frequencies

This section contains specification of risk-basedision criteria (consequence and
frequency) and their relationship to the facilitgtcident hazards (environmental aspects)
that will be used to assess accident risks (enmeortal impacts).

The previous section listed the various technigires might be used to quantify
accident scenario risks. The quantification ofaagident scenario can be divided into
four steps. The first and second steps are totiiydahe accident sequence frequency
and consequences based on the facility’s accicezdrtds. The next two steps, described
in this section, develop risk based decision dat¢hat are used to prioritize all the
accident sequences being evaluated based on risk.

This section presents several tables showing sewass to rank the significance of
both the frequency and consequences of accideetniing first with consequences,
Table 6 shows a consequence scale that has begriouse hazardous Industrial facility
(Apatityvodokanal Utility working draft). Table Shows a similar table for a nuclear or
radioactive material processing facility (NIIAR vkang draft). The scale shown in Table
6 is the International Nuclear Event Scale (INEfeveloped by the IAEA [11, p.8]. Both
table 6 and table 7 have two common consequend¢géngacharacteristics. First of all
there are multiple consequence measures on thetshiee In the case of the HIF table,
the general public and workers are both placedhensame scale. In the case of the
INES scale, the consequences are measured for tsnpagond, the site, impacts on the
site and loss of levels of protection. It is noicammon to see four or five different
environmental impacts placed in the same consegutatde. The additional impact
scales are accommodated by adding additional cdutmrthe table. If a particular
accident scenario is determined to be a 5 for @amseguence measure and a 3 for the
other, when filling out the consequence part ofgdbenario table, what is usually done is
to list both and then take the highest number asctinsequence level for the scenario
being evaluated. The second common characteisstiat an accident can frequently be
placed on the scale without a lot of detailed asialy The risk assessment team can
frequently agree to a consequence level withoutguan atmospheric dispersion code to

estimate the consequences.
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Table 6. Categories of accident consequence seyéoit HIF

Categories of impact to health under analysis ot@ss hazard
On site Off site
Qualitat Reasonably anticipated Qualitat
Category description Category description
Numerous fatalities or
6+ Extremely high numerous evidences of 7+ Catastrophic
chronic diseases
. Fatalities or evidences of .
5 Very high chronic diseases 6 Extremely high
4 High Immediate dgclme in health 5 Very high
or chronic diseases
Injured with long period of
. disability or serious impact .
3 Medium to health, hospitalization ig 4 High
required
2 Low Medical treatment 3 Medium
1 Very low Negligible impact to health 2 Low
Table 7. General Structure of the INES Scale
Field of impact
. : Worsening of the
Impact beyond the site| Impact on the site echeloned protection
Major Release:
7

Major Accident

Wide spread health and
environmental effects

6
Serious Accident

Significant Release:

Likely to require full
implementation of
planned

countermeasures

5
Accident with Off-
Site Risk

Limited Release:

Likely to require partial
implementation of
planned

countermeasures

Severe Damage to
Reactor

Core/Radiological
Barriers
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Minor Release: Significant Damage to
4 Reactor
Accident without Core/Radiological
Significant Off-Site | Public exposure of the Barriers;
Risk order of prescribed Fatal Exposure of a
limits Worker
Very Small Release: _
Severe Spread of Near Accident:
3 Contamination/
Serious Incident Public exposure ata | Acute Health Effect to a No safety layers
fraction qu F;rescrlbed Worker remaining
imits
Significant Spread of , _
2 Contamination/ _ Incidents with
Incident Significant Failures in
Overexposure of a Safety Provisions
Worker
1 ; Anomaly Beyond the
A I ' Authorized Operation
homaly Regime
.O . No Safety Significance
Deviation

As commonly used, the consequence scales shovablest6 and 7 are used with all
the engineered and administrative controls in pkwe correctly functioning. As will b
be described in the next section on sensitivity ancertainty analysis, some regulatory
bodies require that the consequences be estimatbdnith and without the controls in
place so that the importance of the controls bestigd upon for safety can be evaluated.
Where the unmitigated consequences are extremglly, the engineered systems,
structures and their components being relied upostrbe constructed to the highest
quality control standards, be subjected to tesé$ tltocument they can perform their
control function when subjected to the accidentirenvnent, and their testing and
maintenance is controlled with formal programs.diRelant systems must frequently be
installed to assure the required level of perforoean

If the frequency and consequence levels are nowtidea for the What-If scenarios
described in section 2.3.1, the What-If table muestmodified to include a Frequency
column as shown in table 8 below. Since it is ralynimpossible to demonstrate that

one scenario is bounding, several scenarios witbritig consequences and likelihood’s
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and relying on different controls are often selddtem the accident sequences identified

in the hazard evaluation (preliminary risk assesgjrEhase.

Table 8. Modified What-If Table Example with Safegrds, Consequences and
Frequency Quantified

What If? Scenar.'o Safeguards ConsequengeBrequency] Comments
Description
Too much Contamination| Low Level Alarm on| Release of Probability | Documented
water was of lower room| Pool Water Level angdradioactivity | of large resolution of
lost from| below  pool,| Periodic Surveillancein excess of | break Action Item:
the pool | possible of Lower Room regulatory 0.001/year; 1 concludes
damage to fue| limits, over times no fuel
from loss of exposure of | probability | cladding
cooling Probability of| personnel in | of a failure | rupture will
safeguards fuel storage | of the occur
component  failure| area surveillanc
0.001 for alarm and e system of
(1-0.999)*0.01 tha 0.01 resultg
operator will| Based on ina
incorrectly respond totable 7 the frequency
alarm resulting in consequences for this
probability of | would be scenario of
surveillance failure of assigned to | 10°/year.
0.011 severity level
3

While the consequence ranking scales in Tablesd67anave been used in the two
examples developed using this methodology, it rbespointed out that a search of the
literature will uncover many additional consequescales. Table 9 presents a simpler
scale that could be used as well. If the scatmiglictated by the regulator, the choice of
which scale to use is ultimately the responsibitifythe facility manager. The manager
will frequently ask to risk assessment team to fdate a recommendation for approval
by the manager.

Table 9. Definition of Public Safety Consequencédsl].

Category Description

1 No injury of health effects

2 Minor injury or minor health effects
3 Injury or moderate health effects

4 Death or severe health effects
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While consequence scales can have several consexseales in the same table,
frequency scales are always one dimensional. @aledistinction is whether on not the
frequency is numerically quantified or just expexbsn words. Tables 10 and 11 show

two different types of frequency scales in commse.u

Table 10. Frequency Category Definitions

Category Description
1 Not expected to occur during the facility lifegém
2 Expected to occur no more than once during tbiéitialifetime
3 Expected to occur several times during the tadifietime
4 Expected to occur more than once a year

For facilities with large inventories of hazardauaterials, placing all the accidents
that are not expected to occur in the facilitytlifee in one category is most likely too
gross a division. For such facilities, table 10uldonot be recommended. If table 11
were used, the frequency of all the accidents wialde to be estimated to with two
decades, i.e. between™@nd 10Y/year. While this is often suitable for facilitiegth
significant inventories of hazardous materials flewt large energy sources to cause the
release of the materials, i.e. a nuclear fuel hagdiacility, for nuclear reactors, a one
decade scale is expected by the regulators.

Table 11. Example: Failure Frequency per year

Failure Failure frequency per year
Frequent >1
Probable 1-18
Possible 16-10*
Seldom 10-10°
Practically impossible <10

As was the case with the consequence scale recodatnem if regulatory bodies do

not specify the frequency scale that must be ubedselection of a scale is ultimately the
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responsibility of the facility manger. Once agdim manager will often rely on the risk
assessment team to formulate a recommendation.

In formulating the recommendation, cost factorsusthdve considered. For a facility
that has been operating for many years or for am fagility that has a design that is
similar to a facility that has been operating faanm years, the risk assessment team can
often agree that a specific accident scenario folgbkalls in the “seldom” frequency
category without analysis. However some degreanalysis is required to demonstrate
that the accident scenario frequency is betweéhah@ 10°/year. If the team judges that
the frequency is close to the one of the break tpoin the scale, the conservative
frequency is often chosen.

As stated previously, it is often possible for tis assessment team to place each of
the accident scenarios being quantified on one hef ¢onsequence scales without
performing any detailed consequence analyseshidfi$ the case, the cost of evaluating
the scenarios is reasonable. However, in casesewher regulatory agency requires a
detailed consequence analysis to be performedtimae the bounding scenarios, then
the amount of effort expended to estimate consempsefor each accident scenario can be
quite large. Since required by regulation, theraa alternative but to invest the effort in
performing the detailed consequence assessmeats,at\the accident hazard evaluation

stage.

2.5. Development of Risk Matrix for the Prioritization of Risks

As was stated in the introduction of section 2, quantification of facility risk can
be broken down into 4 steps. The first two stepssequence and frequency estimation
have been discussed in section 2.4. This sectifirfogus on the techniques to estimate
risk and then use the resulting risk levels to nire which accident scenarios control
the facilities risk level. Once the controllingcatent scenarios have been determined, it
is possible to identify risk reduction strategikattwill reduce the facility’s risk in a cost-
effective manner. This last step is not part &f tisk assessment document.

As a result of several major industrial accide@®isernobyl and Bhopal being among
the most severe, almost every major industrial trguinas sought out ways to identify
and better manage the risks associated with opgratiajor industrial facilities. While

the impetus was the result of major accidents,rédeemmendation to perform the risk
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assessment more formally gained strong support &oodent investigation teams who
found that the accident scenarios that resultethénvery severe consequences were
frequently known, they were just dismissed becaoenadequate analysis. In the
European Union, some of these requirements have foemulated into Regulations and
are binding on all member countries [12].

As a result of these post accident investigatidgrsas become generally recognized
that ensuring the protection of the environmera responsibility that must be shared by
workers, facility managers, and the regulators. iAdaally, a documented risk
management program has become a common way taasgsigonsibilities for carrying
out critical elements of the program and also nooimy that these elements that assure
protection of the environment are implemented amdedfective. The risk matrix, with
consequence levels on one side and frequency aotlibe has become a common way to
identify those accidents that pose the greatdsians thereby enable facility managers to
make informed decisions regarding the need to eedbe risk levels associated with
these accidents. Once the need to reduce thderisk has been identified, equipment
and programs that lower the risk either by reduth®yconsequences or the frequency of
the accident can be evaluated using the same ashxm

It is important to point out that there are altéires to the use of a risk matrix. In
1996, the European Community passed Council Duecd6/82 EC (Saveso 2) [13],
which requires that all facilities with quantitiehazardous chemicals above a specified
amount meet a specific set of requirements. Thst meignificant requirements are to
have: 1) a documented safety analysis, 2) an atcigevention program and 3) an
emergency response plan. The Saveso 2 directigeifigally excludes nuclear and
radiological facilities. However these are coveuedier similar directives, such as the
EURATOM directive 97/43/Euratom dated 30 June 1997.

While Saveso 2 provides a framework for protectimg population in the vicinity of
a facility, the implementation of the directive cha different in each of the member
countries. Neither the German nor the French implaation of the directive uses a risk
matrix. The German regulations focus on safetyufes. High hazard facilities are
required to install state-of-the-art safety feasumehereas lower hazard facilities are
permitted to have commonly available safety featurérance regulates all the hazardous

processing facilities based on maximum credibledeets. In both these countries, since
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the frequency associated with any postulated aotide not estimated, there is no
requirement to quantify the risk (frequency timesnsequence) for any accident
scenarios. All the other countries ensure safgtynanaging the risk associated with a
suite of credible accident scenarios. Risk madrmethe continuum of the risk matrix, a
risk curve, play an essential role in all thesk nmenagement programs.

The following discussion and describes: the stmgctf the risk matrix, the role for
risk matrices, show some example risk matrices,vigeo some guidelines for
constructing risk matrixes and then lastly use dhalelines to select an example risk
matrix. This process shown should not be consttieneque, just reasonable. Ultimately
the facility manager, in conjunction with guidaneed requirements provided by
regulatory agencies, must specify a matrix thdillwlthe goals and objectives of their
environmental management program.

Risk Matrix Structure

A risk matrix is two dimensional and is comprisetl tawo parts: consequence
displayed on the y axis and frequency of occurrdfaikire frequency on the x axis). |If
the risk for the scenarios must be quantified, tthenunits on the two axes have to be
numerical. Using logarithmic scales often enalakshe selected accidents from the

most frequent to the most severe to be placed erfigare, as shown in figure 5.
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Figure 5. Example of a Qualitative Risk Matrix
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As the risk assessment team goes through the buydicident scenarios, what is
often done is to use the number for the accidesriato and place it in the proper cell in
the risk matrix. It is then possible to perforne thnal step in the assessment process.
Identify any accident scenarios that fall in thand |l regions of the risk matrix. The
definition of the risk categories is for this figuis shown in table 12.

Table 12. Definition of Risk Categories
Number Category Description

I Unacceptable | Should be mitigated with engineeaind/or administrative
controls to the risk ranking of Il within a shaime period

Il Undesirable Should be mitigated with engineeramgl/or administrative
controls to a risk ranking of Il within a year

1l Acceptable with Should verify that procedures or controls are acpl
Controls

\Y, Acceptable as is No safety improvements needed

Role of Risk Matrices

When performing risk analysis, the team of indialdumaking the assessment will
frequently identify scenarios of concern and reca@mdhupgrades in the safety systems.
When the report is written to the management recenaimg the upgrades, if there is no
prioritization of the upgrades, the management dakfficult time determining which
upgrades to make and how quickly they should beemdd the concern something that
needs to be addressed in a few months, in theyeaxt or when there is money to make
the upgrade? Is there one upgrade that will resséweral safety concerns? By placing
each of the bounding accident scenarios in a cehe risk matrix, it is possible to begin
the process of prioritizing which accident is of greatest safety concern and needs to be
addressed first. Similarly, those scenarios ofeowisk can safely be put off and
addressed after the most serious concerns haveadédesssed.

In most textbooks on risk management, the authdremphasize that the facility’s
management should concur with the proposed riskixnatn some countries, such as
Netherlands [14] and the United Kingdom, the risktmx is specified by the regulator.
Some facilities, as a result of performing pri@krassessments, may have developed a
risk matrix. In both these cases, the role ofrible matrix has already been specified and
when it is presented to management as part dunmglanning stage for the assessment,

it is being presented just to for information. Ténés no decision to be made. If on the
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other hand the facility does not have a risk matnikat is normally done is for the team
leader of the risk assessment to develop a propaskdmatrix and present it to the
facility's management at the meeting where permis$d carry out the risk assessment is
being sought. Thus the planned risk matrix is jus¢ of the agenda items the risk
assessment leader presents to management in thiagnebere the schedule, scope, and
staffing requirements for conducting the risk assemt is also discussed with the
facility's management. Following the meeting, tigk assessment team should have the
approval of the management regarding the scopeechissessment, the permission to use
facility personnel, and the acceptance of the msitrix as the prioritizing tool.
General guidelines for constructing of risk matrices

As the use of risk matrices becomes more commanesmmmon guidelines can be
offered when one is needed.

Ideally the risk matrix should reflect the decisaiat have been made in the past
regarding safety improvements. For example, ié@osis accident occurred in the past,
how severe was it and what actions were taken podue safety?

Have the regulatory authorities established a fetiteria that must be met by the
risk matrix. For example, in some countries, ttegfiency of a serious core disruptive
accident in a nuclear power reactor should be tlems 10" per year. This requirement
becomes a point on any risk matrix being developed.

One must start with the definitions of the consegeeand frequency terms in tables
9 through 12 are examples of such tables that seel in conjunction with figure 5.
Should the definitions be qualitative or quantia#

This will depend somewhat on the regulatory enviment. If there is a country
requirement that the risk be quantified, then tbhasequence and frequency definition
must be quantitative. If the safety analysis fdaallity already breaks accidents into a
series of accident classes, then these shoulddae us

It is important to build on what is already aval@abFor example, in the United
States, the documented safety analyses for noterefacilities that process nuclear and
radioactive materials quantify the likelihood ofckaof the documented accident
scenarios to within two orders of magnitude. Iheotwords, the analysis will state that
the frequency of a scenario is unlikely and thekety is defined as having a frequency

of occurrence between ftand 10' per year. Unless something will be gained from
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guantifying the frequency more accurately, two decaequency bins should be used in
the risk matrix.

Unless there already a breakout of severitieseti@emormally nothing gained by
using more than 4 risk severity, consequence eguincy levels. Frequently three, high,
moderate, and low will suffice.

It is important to get management approval for aslg matrix before starting the
assessment. They are the decision makers thatallosated the money when the risk
assessment team comes back with many action iteomse of which are to be fixed
within a few months. If the normal process of mwging to safety concerns is to identify
a plan of action to improve the safety within thremnths instead of having the
improvement completed in three months, then thisukh be reflected in the action
statements that are associated with the risk levels

In summary, the development of the risk matrix stiaeflect the decision making
process that management is willing to commit tolenmenting and should build on what
already exists and has been implemented at thigyaci

An example of a risk matrix for hazardous industig&ilities and the corresponding
recommendations are given in Attachment C (Riskrimdbr hazardous industrial
facilities). This matrix can be used to define tority of the risks at chemically-
hazardous facilities.

See Attachment D, (Construction of a risk matrix fauclear and handling
radioactive-dangerous facilities), for detailed amenendations and guidance on
developing a risk matrix for facilities handlingdraactive or nuclear materials.

Summary

In the section 2.3. - 2.4. have presented a sys$ierpaocess of quantitatively
estimating the risk associated with operating rdaas facilities. Experience has shown
that it is a logical process that can be performed reasonable effort. The end result is
an increased understanding of the facility’s riskl amore importantly, by identifying and
evaluating the bounding scenarios, it is possibleléntify risk management strategies to
monitor the current operations and over time causly lower the risk level associated

with operating the facility.
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2.6. Data Uncertainty Analysis and Sensitivity Analysis

It is advisable to perform a sensitivity analysrsdadata uncertainty analysis for
substantiation of the reliability of quantitativesassment of the scenarios. There are
three types of uncertainty that are typically ea#ddl, data uncertainty, model uncertainty

and general quality uncertainty. Each will be diésa in this section.

Data Uncertainty Analysis

When quantitatively modeling accident scenariosigigioint values for parameters
as opposed to distributed values, and the riskecaded with the operation are
significant, it is important to determine if usirggher values for parameters, such as
failure rate data, would significantly change ttsk tevel for the accident scenario being
evaluated. The uncertainty analysis typically cdexs other sources of data, perhaps
another facility used a higher or lower value fdaidure rate. Would use of that facility’s
value, affect the level of risk at the facility bgi analyzed? These uncertainty
discussions are normally documented as the dakeirsy presented. An uncertainty
analysis need not be performed for each paramabtee used. The risk assessment team
can use their expert judgment to identify thoseapeaters values that might be highly
uncertain and warrant some discussion. If theyaigls thought to be robust because
there are good values for all the parameters,jussappropriate to state that conclusion
in the data section of the report.

Model Uncertainty

Model uncertainty looks at the basic assumptiordedmg the analysis and seeks to
determine if changes in the assumptions would aohdhg risk ranking assigned to any
accident scenario. This is one of the reasons itvsyimportant to explicitly list all the
underlying model assumptions. From such a lis gossible to systematically consider
each assumption and possible alternative assunspiiah are reasonable and could have
been used. For example, if it were assumed tlatdmcentration of radionuclides in a
spill was dependent on the amount spilled, thearaertainty analysis might assume that
the concentration was the same for all spills.th# analysis model assumed a single
ended pipe break, the sensitivity analysis mighisater a double ended break. If the

effect of such changes results in no change irritkeranking for any scenario, then it



will have been demonstrated that the uncertaintiienmodeling is not likely to affect the
risk levels assigned to the accident scenarios.
General Quality Uncertainty

There is no systematic analysis method that canskd to estimate general quality
uncertainties. These uncertainties address theeconthat the bounding scenarios
selected for quantitative analysis might not benulng if a larger number of scenarios
had been quantified. The best way to address gegeality uncertainties is to provide a
well documented and structured approach to perfagntihe risk assessment. Such an
approach begins with the identification of hazarsigstematically identifies a broad
spectrum of accidents in the preliminary risk ass@st process, selects a set of
bounding accidents that are shown to be pose thbkebi consequence within the
frequency range assigned to the accident, and witkdghe quantification of the risk of
bounding accidents. Accident initiators arisingnir external events, engineered system
failures and human errors should all be consideléall the accidents being quantified
fall into one frequency range or all the consegesrare assigned to one consequence
level, then there would be concern that the gerrality uncertainty would be too high.
Similarly if all the quantified scenarios are fareoprocess step, unless it could be clearly
shown that process step is clearly bounding, thesald be concern that the general
quality uncertainty would be too high. Howevethé steps outlined in this document are
followed, then the scenario selection and quadatifo process will be well structured
and the general quality uncertainties will haverbaddressed. The following statement
might be used to address concerns about geneiglyquacertainties.

“This analysis has considered three types ofatiitg events: 1) those initiated by
personnel errors, 2) those resulting from mechafadares and 3) those induced by
external events, including natural phenomena. ildiating events fall into one of
these three types of initiating events. Furtheemtre report looked at the history of
incidents that have occurred at the facility sioperations started to ensure that the
most common initiators were considered. The aotgleelected for quantification
include all three types of initiators, incorporatecidents that have occurred during
operations and cover a range of consequences equakincies. Thus general quality

uncertainties are considered to be small.”
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Sensitivity Analysis

Sensitivity and uncertainty analyses are closelypted. The uncertainty
analysis, recognizing that the actual risk assediatith facility operation can never
be fully known, looks at the data, model and qwatit the analysis and determines
that the models being used to quantify the risksegent a close approximation to the
actual risks associated with facility operationnc® the models have been shown to
be a reasonable reflection of the actual facilisk rprofile, then the goal of the
sensitivity analysis is to study the importancetioé parameters that comprise the
elements of the risk model. The sensitiyto parametey is defined as the change
in the risk per unit change in that parameter:

S, =AR, /AP,

Where4R; is the change in risk antP; is the change in the parameger

The parameter being analyzed can be a probability change in the behavior of
a component. That component need not be a engidessstem used to ensure safety
although the probability that a safety related comgmt will perform its function is
frequently the focus of the sensitivity analysiBhere are two basic types of sensitivity

analysis used: analyses of the initial data andrtbéel.

Risk Level Senditivity to the Changesin the Initial Data
Analysis ofthe sengitivity of the initial data studies the influence of changes in initial data
(for example, frequency of initial situations, campnts of failure intensities, probabilities of
operator errors etc) on probabilistic safety patarsg5,ctp. 72-74]. We took a scenario of
an accident connected with fuel element storagd asan exampleA leak from the
storage pool occurs due to the personnel errorgfnsing of the valve).
The following consequences are expected (see i@hle

« in the extreme case 60°mf water will leak from the storage pool;

« The personnel will receive the dose that is lovwantthe allowable one during

deactivation operations.

The following of the protection systems may fadggable 13):

» systems of water level monitoring;



» systems of dose rate monitoring;
 insufficient monitoring of the rooms by personnel.

Let us now consider the probabilistic safety paranse(the values are given in table
13):

P; - probability of the initial event;

P, - probability of the protection system failure

P =P,*P, — probability of refusal of all system;

Ps=1-P,-P, — probability of faultless functioning of the sgst.

If the value ofPs does not satisfy the operator from the point efwbf safety, then
either the probability of the initial evelty or the probability of protection systePay
failure may be lowered. The new value of the prdigbof faultless operation is
calculated to find out lowering of which of the pabilities will give the best effect. If
we lowerPy — Psi=1- P\ Po; and if we lowePsy — Ps=1- Pq- Poy. If Pg1 > Pgp, then it
is advisable to invest in lowering the probabildly the initial event. IfPs, > Ps;, then
lowering the probability of the protection systeaildre will be a better investment.R§;
= P, lowering both parameters is equal.

Table 13. Analysis of initial data sensitivity.

Accident Probability | | owering the
ltem sequence What can fail? | (frequency), | probability New P
(accident 4 value value
scenario) year
1 | Notclosing of | Systems of water | P;= 0.02. P1n=0.01 Ps1=0,998
the valve level monitoring, | P2=0.2
60 n#leaked dosg rate P:_0.004 Pon=0.19 Ps>=0,9962
from the SP. _monltor_lng, room | Ps= 0.996
Minor exposure inspection Ps>Ps
of the personne
during
deactivation
works

In the current case the analysis demonstratesidisagring the probability of the
initial event will be the best investment.

Sensitivity analyses of model always look at theuagptions and it is intended to
demonstrate that the risk level assigned to thiditfars robust. To make it one needs to

answer on the following questions:
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Is there any likelihood that the number of operaiwill be higher next year?
Would this change the facility’s risk level?

Might the consequences of the accident be highdrysar?

A w0 DdPRF

If the facility being analyzed were a spent fuehmmning facility, is it possible
that over the next few years that testing mightreg a new type fuel?

5. Would the risk level change significantly if thedeanges occurred?

Having received answers to all above-stated questizve should be sure, that
possible changes in the operations at the faaditythe way the accidents are being
modeled will not significantly change the facilgyisk level. If a sensitivity analysis is
performed, it is normally reported immediately aftee section showing the initial
presentation of the risk assessment results barddiie findings and recommendations
section.

Use of Sensitivity Analysis to Determine the Importance of Components

The previous section compared the change in rigid l@hen a 1% decrease is made
in two of the failure probability values. This che extended to look at the importance of
components The approach that will be taken igdas the method that has been used
in presentations to the United States Nuclear Regyt Commission. What is done is
the estimate the overall risk level and then lodkclzanges in the risk level as each
component is assumed to be in the failed stat# @in@s and then assumed to always be
available to perform its function. The assumptibat the component is always failed is
equivalent to operating the facility with the compat not present. Similarly, if the
component always performs its function, that repmés the lowest risk that can ever be
achieved if the current performance of the compborsemade perfect. While such a state
can never be attained, frequent inspections anater@nce can frequently make the
component availability nearly perfect. To show example of how the component
sensitivity is determined, consider the event sleewn in Figure 6. In this figure there
are two components being relied upon to control kel of risk. One is an
administrative control, the presence of staff a thcility and one is an engineered
control, the remote alarm system. The initiatingre is the frequency of a cooling
system rupture of 0,02/year, or one in 50 yearbke Gause of the failure could be as a
result of a personal error, a mechanical failureamrexternal event. The probability of
the facility being attended and therefore detedtimgleak promptly is 0.62. Similarly,
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Initiating Event Cause of Failure Facility Attended Remote Alarm Path Probability Qutcome Scenario Rigk
Mot annunciated
42E-05 L e
Not detected 1.00E-02 i | 2sis 15 3E-08 Swiyr
Personal Error GauEg il e 2 | 246E03 1mSv | 3E-06 Swivr
550E-01
200E-I1 Detected
Ty 3 1.52E-03 1 mSv 2E-05 Swiyr
Mot annunciated
4 2E-05 g -4 Sh
Not Detected 1.00E-02 AP0 13v 1E-04 Swiyr
2 Al el
Cooling gyetem rupture|Mechanical Failure & Z20E-01 = :;—En ﬁ:'l i -] §5.32E-03 1 mSv 1E-05 Swihyr
2.00E-02 2.00E-01 Detettad S
g §.08E-03 1 mSv BE-08 Sviyr
3.80E-01
Mot annunciated " -
Mot Detected e 7 8.20E-07 108y BE-06 Swiyr
External Event Rt f'ﬂﬂ;rE“ g:*e" & | 820607 {mSv | BE10 Sviyr
1.00E-D4 St ke
s SOE-O7 ! = vy
3 BOEDT ] 7.60E-0 1 mSv BE-10 Sviyr

Figure 6. Event Tree for Loss of Cooling Water &asulting Room Contamination

the estimated reliability of the remote alarm sysie 0.99, meaning that it will fail with

a probability of 0.01. Using this example let'ssasie the consequences of the
contamination are estimated for each branch ottleat tree to range from 1 mSv to 10
Sv depending on the extent of the contaminatioloiohg the failure. The final column
multiplies the probability of the branch times th&come to obtain the branch risk. The
facility risk for the accident sequence represefugdhis event tree is the sum of all the
branch risks or 1.2 x 10Sv/yr. To estimate the importance of having pensb present,
the probability that the facility is attended i$ 8®zero. The resultant event tree is shown
in Figure 7. The resultant facility risk is 2.718* Sv/yr, about a factor of 2 higher than

the base risk.

Initiating Event Cause of Failure Faciiity Attended Remeote Alarm Path Probability Outceme  |Scenario Risk
Mot annunciated
-0% 4E-05 2
Mot detected e 1 #4.00E-05 15w E-05 Swiyr
Personal Error TOE0D AT gived 2 | 3seE03 1mSv | 4E-06 Swiyr
9.90E-01
2.00E-01 Detectad
— 3 0.00E0D 1 mSw 0
Not annunciated
4 BDE-04 = 04 Sviy
Not Detected 1 D0E-02 1.60E-0 15y ZE-04 Swiyr
i S T R ) ] } Llarm given
Woouling SVEten ruptirs|Mechanical Failure 1.00ECD ~ g 5 1.58E-02 1 mey ZE-0S Swiyr
] o 90E-01
[200F-02. . _....__lB.00E-01 Deterted
== & 0.00EDD 1 mSy 0
Mot annunciated
_085 _[}E,
Mot Detected e 7 1.00E-08 10 Sy 1E-05 Sviyr
- A T
External Event #0600 :ISBFEH g';”” & | 1.00e-08 1mBv | 1E-08 Sulyr
1.00E-04 Gtecian .
= o 0.00E0D 1 mSy 0

Figure 7. Event Tree for Case where not creddaken for the Facility being Attended
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If the facility was assumed to be attended butrémeote alarm was removed, (this figure
is not shown) the resultant total risk rises to 1.30% Sv/yr indicating that the much
more reliance is being placed on the remote aléwam bn the facility personnel being
present to promptly detect a leak.

The sensitivity assessment also looks at the pesfestem where either the personnel
always promptly detect the leak or the remote alalways sounds. If the facility is
assumed to be always attended, such that the Itlakways be detected promptly, then

the recalculated risk is shown in Figure 8.

Initiating Event Cause of Failure Facility Attended Remete Adarm Path | Probabiliby Outcome  |Scenario Rigk
Mot annunciated
o
Mot detectad T 1 0.00EQD 1 5% 0
Perzonal Error HI:rm ghven 2 0.0OEQD 1 mswy 0
2 .00E-01 Detected SR
— 3 4.00E-03 1 mSv 4E-08 Sviyr
1.00E0D
Mot annunciated
Mot Detected e 4 0.00EDO 15w 0
e e T 3 ; A Ve
ddling SStER Fgtifs|Mechanical Faiure 2 ;;?3'1" L s | o.00E00 1 msv 0
V11 | e R - 1 |1, 21 | Detected s
— § 1.60E-02 T mSy ZE-05 Swiyr
1.00E00
Mot annunciated
Mot Detected e T 0.GOEDO 10 5w 0
External Event ’:'S'GFE“ S g | 0.00E00 1 mSv 0
1.00E-04 b .
=2 06 S =
1 D0EDD 5 2.00E-D T m3v ZE-05 Swiyr

Figure 8. Event Tree for Case where Facility iw&ys Attended

The resulting total risk is 2.4 x P@Bv/yr, a factor of 5 lower than the base casethef
remote alarm system was assumed to never failrebalting risk is 2.1 x I0 Svi/yr.
Since the risk improvement for the two componestapproximately the same, and the
reduction from the base case is relatively smdthctor of 5, if the risk level for the base
case is not acceptable, any recommended upgradds wiobably be made solely on
cost considerations. Is it cheaper to have thiditfaoccupied for more hours during the
week or is it cheaper to upgrade the remote alastes reliability? If more frequent
testing would upgrade the reliability of the alasgstem then this would probably be the
cheaper upgrade. However, since any upgrade niyl esult in a reduction by a factor
of 5, improvements in risk from other activitiesghi result in a larger reduction in the
overall facility operating risk. Alternatively tteam might look for other ways to reduce
the risk, perhaps by lowering the water loss rate #nerefore the amount of cleanup

required.
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The above set of figures show how sensitivity asedycan be used to evaluate
possible risk improvements. In a facility, there akely to be several systems that pose
significant risk so there might be several eveeedrusing different engineering and
administrative controls to maintain an adequatelle? safety at the facility. In addition,
the sensitivity analysis need not be limited to tediability of engineered and
administrative controls. One could look at moditions to the design of the waste water
collection system using the same techniques. Sheéotal facility risk is the sum of the
event tree sequences for all the event treesolltiws, that if the remote alarm system is
also a part of the other event trees then its itapoe will be even higher than shown by
performing a sensitivity analysis on the event slkewn in Figure 6. It also follows that
if other event trees use different engineered oniagtrative controls, then these other
controls might be more important in managing riskels than the two represented in
Figure 6. Sensitivity studies such as shown ia $ieiction often become the basis for the

recommendations developed in the next section.

2.7. Development of the recommendations to reduce risk

Development of the recommendations to reduce #leis the final phase of risk
assessment. Recommendations contain reasonablemge&s reduce the risk based on
risk assessment results.

Measures to reduce the risk may be of technicalreaand (or) administrative one.
General estimation of efficiency and reliability thie measures affected the risk as well
as implementation costs are critical for measulecten.

When operating a hazardous industrial facility, adstrative measures may
compensate for limited capacities to undertake weatdnical measures to reduce the
risk. Such measures for example include, but atelimited to: limited operations,
operating pressures and power, facility (systent, att.) closure.

To develop measures to reduce the risk it is nacgds take into account that the
simplest and cost-effective recommendations as wasgllfuture measures are to be
elaborated at the very beginning due to possildeuee limitations. The sensitivity
analyses technigues described in Section 2.6 caguéntly identify areas where
improvements will most significantly reduce the mlerisk of operating the facility.

Prioritizing the plans to reduce risk by considgrbboth their implementation costs and
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their associated risk reduction benefits ensured #ny recommendations that are
formulated will use the facility’s limited resoucwvisely.

In most cases accident prevention measures arerdge @riority safety measures.
Selection of safety measures to be undertakerlea®liowing priorities:

» Measures to reduce probability of emergency inclgdi
= Measures to reduce probability of incident;
» Measures to reduce probability of incident grovattatcident; and

« Measures to reduce accident consequence severitinghahe following
priorities. The following order of preference shibule used when selecting

safety features:

o Design basis measures of hazardous industrialitia¢d.g. load-carrying
structures, stop valves). Passive systems, suebals barriers, or drain
tanks, are usually more reliable than active systesuch as pumps or low

water level alarms.

o0 Measures related to emergency protective systergs dpplication of gas

analyzer).

0 Measures related to readiness of operating org@mizao localize and

eliminate accident consequences.

It is recommended to keep two alternative goalepifmization if it is necessary to
justify and estimate the efficiency of proposed sugas to reduce the risk:
 To ensure maximum risk reduction of hazardous itvésfacility operation

considering existing resources; and
» To ensure cost-effective risk reduction up to pssgibile level.

To determine priority measures to be undertakardoce the risk under existing or
limited resources it is required:

* To determine measures to be implemented undeirexighancial resources;

* To rank these measures basing on cost-benefitatuts
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2.8. Criteria independent partner qualities of an estimation of risk

A diagram of the continuous improvement spiral (I5®01) shows that the initial
assessment of risk is followed by additional stegwere performance is monitored,
needed upgrades are proposed and then managenasies to approve the proposed
upgrades. While management involvement is onlyvshat one step, since resources
must be committed at each step in the process, geament must also accept the initial
assessment of risk before resources are expendedntmue the improvement spiral
activities.  Prior to accepting the results of thesessments and acting on the
recommendations, facility managers frequently regwnd independent check of the
assessment. If the risk assessment must be pedsemta regulator, the regulator’s
technical staff will also perform and document theview of the assessment as part of
the regulatory acceptance process. Thus, one oe nmuependent reviews of the
assessment are common. The AIChE book tittedidelines for Chemical Process
Quantitative Risk Analysis [15] lists five review criteria: Completeness,
Comprehensiveness, Consistency, Traceability arzuiDentation, The same guidebook
defines each of these terms. The statements degreach of the criteria in more detail
have been augmented based on and IAEA TechnicalrDeat, titled:Regulatory Review
of Probabilistic Risk Assessment (PRA) Level 1 [16] and the experience of individuals
who have conducted independent reviews. The expansicluding one more criteria,
Validity, is presented in the blue text.

Six Criteria for Evaluating the Adequacy of a Proibatic Risk Assessment:

1. Completeness. Treatment of the full range of tasks, analysesj anodel
construction and evaluation should be assured. ddmpleteness issue is the most
significant in any risk analysis. It includes sudiverse concerns as identification of
initiating events, determination of plant and opa&raresponses, specification or
component failure modes, physical process analygses application of numerical data.
Possible operational states, such as normal operamergency operation, standby and
maintenance states must be considered. As an ambripleteness, some regulations
require that the assessment be performed by a gewt of individuals (5-7) who

collectively have a thorough understanding of systperations, including its behavior



when operated outside its design envelope as # mstomponent failures or operator
errors.

2. ComprehensivenessA Probabilistic Risk Assessment is unlikely to itdgn
every possible initiating event and event sequefite aim is to ensure that the
significant contributors to risk are identified aaddressed. Assurance must be provided
that comprehensive treatment is given to all phasése study in a manner that provides
confidence that all significant incidents have beeonsidered. A thorough and
documented review of accidents and near accidéats Have occurred either for the
system being analyzed or similar systems locatselgiere can used as and aid during
the assessment development and most importandycasck point after the analysis has
been completed. The system boundaries must b&ulbareelected such that major risk
contributors are included in the assessment. ifsgres that the performance of one
system component is not optimized at the expensanother. Management should
allocate sufficient resources, time, people andstam accomplish the risk assessment
scope within the specified schedule. The schedtleuld allow time for multiple
iterations through the risk assessment, therebplieigaadditional data to be collected or
tests to be performed on components whose uncey&aformance most affects system
risk levels.

3. ConsistencyConsistency in planning, scope, goals, methodsdartal within the
study is essential to a credible assessment. Equgbortant is an attempt to achieve
consistency from one study to another, especialipethodologies and in the application
of data, in order to allow comparison between syster plant designs. In many cases,
the acceptability of an activity is based on itsnparability (risk) with other similar
activities. The use of standardized methods aadegalures enhance comparability. Since
probabilistic risk assessments have been routipegformed for many years, an
acceptable risk tolerance level has developedsoime countries this risk tolerance level
has been codified into regulations. Systems opgrdar from acceptable risk levels or
from levels attained by substantially similar syssewill be seriously questioned. Either
the assessment will be judged to be inadequathefsystem design and operation
unacceptable. Risk acceptance criteria must ladblested to judge if the system can be
safely operated and once established must be dppireformly throughout the

assessment.
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4. Validity. The scope of the assessment must be broad etmggkier the range
of operational conditions that the system couldoeably experience during its lifetime.
The model and data uncertainty must be evaluatddglown to not be within acceptable
ranges. Considering reasonable levels of unceytaine performance of the system
should remain within acceptable performance limit§he results of the assessment
should be based on expected system performancehen\Woint values are used for
parameters, mean values should be used. Sensdinélyses should be performed to
demonstrate that assumptions regarding systemrpafwe are reasonable. Similarly,
current assessments should consider the informdeworloped in prior risk assessments
having similar purposes and objectives. When sten&ésk assessment methods are
being used, if is often cost effective to perforngaalitative screening as the first
iteration, reserving the more comprehensive quativé assessment for those scenarios
that are shown to be significant risk contributorgshe qualitative assessment. For risk
assessments that are based on logic structuresfaglty trees, successive iterations
should focus on the risk significant branches, @eatithg the need for better data and/or
the need to develop additional branches. A fieaiew should look to see that past
incidents are incorporated in the model and thair thequency and consequences are

appropriate. Any computer codes used in the aisady®uld be validated and verified.

5. Traceability. The ability to retrace the steps taken, that ispmstruct the
thought process to reproduce an answer, is imporah only to the reviewer and
regulator but also to the study team. Since assm#s frequently make use of
information from many reference sources, such da dases of human performance
factors and component failure rates, it should bssible to trace the data used in the

analysis back to a specific item in the referermeces.

6. Documentation. The documentation associated with a probabilisisk
assessment is substantial. Large amounts of iafitom are generated during the
analysis and many assumptions are made. The iafmmmust be well documented to
permit an adequate technical review of the worlertsure reproducible results, to ensure
that the final report is understandable, and tomgempeer review and informed

interpretation of the study results.
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2.9. Risk analysis result documenting requirements

The risk analysis process should be documented.sthpe and format of a risk

analysis report depend on the objectives of thie aisalysis done. In the report, it is

recommended to include the following (if not othexsvrequired by legal and regulatory

documentation):

title page,

executive summary

list of performers with positions, scientific tidenames of organizations,
table of contents,

objectives and purposes of the risk analysis done,

description of the hazardous industrial facilityabzed,

description of risk assessment approach or metbggites) employed
description of emergency process models,

hazard identification results,

risk assessment results,

generalization of risk assessments including thedkest points”,

risk reduction recommendations,

conclusions, and

list of references.
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Attachment A. Data necessary for HAZARD identification and follow-
up risk assessment and recommendations for its representation

It is recommended to tabulate the data on the B&wvnstituents of Hazardous
Industrial Facility (HIF) " and “Information on Hardous Substances Handled at HIF”
as given below (Tables Al and A2).

The Table “Basic Constituents of Hazardous Indaktacility” is recommended to
include the columns:

* “HIF constituents”, and
» “Brief description of HIF constituents”.

For the “HIF constituents” column it is recommendtd give the name of a
constituent and its serial number. As constituainis recommended to indicate bays,
installations, shops, storage facilities and otblEments integrating devices or their
aggregate due to their process or administrathesland incorporated into the facility.

For the “Brief description of HIF constituents” oahn it is recommended to give the
purpose, composition, design production capaa@ghiique (method) employed by each
constituent.

The Table “Information on Hazardous Substances teanat HIF” is recommended
to outline the following data on each constituésted in table Al:

* name of hazardous substances handled at a giviéityfegnstituent,
« amount of the hazardous substances indicated, and

e identification attributes.



Table Al

Basic Constituents of Hazardous Industrial Facility

Brief description of facility constituents
Constituent Purpose Composition Design capacity, Technique
thsnd t/year applied
1. Chlorine Building 11 150 Diaphragm
production (electrolysis) electrolysis
Building 12 technique
(evaporation and
brine treatment)
Table A2
Information on Hazardous Substances Handled at HIF
Substance Identification attributes
“| o Flammable - = - T o
= c—dgg 5~ liquids § §-<’§ = @ §8§
Name E |38 248 m g< 8% = 2 E'CEG%
o = 8% €2 storage, °% Zua o o SNy
o -8 CU% Re) i |_Q %_Q P o = E o]
< | =Salu 5 T3 |O |d |2>3
1. CHLORINE PRODUCTION
1. 700 | 700
Chlorine
2. 150 150 150
Sulphuric
acid
3. ...
Total for 700
the facility
Limiting amount 25 200 200

In doing so it is recommended to provide for théorimation on those hazardous

substances which amount exceeds 10% of the thebesiadlies indicated in the Federal

Law “On Safety of Hazardous Industrial FacilitieAttachment 2.

In the column “Substance” it is recommended toaatk the name of a hazardous

substance as per GOST (State Standard), TU (TedBpecification), etc.
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The column “Amount” should indicate a total amoaheach hazardous substance at
a given constituent of the hazardous facility.

The columns “ldentification signs” are recommendedcontain the data for each
hazardous substance on its amount in the corregmpralib-column (the types of
hazardous substances are to be determined basitigeofRederal Law “On Safety of
Hazardous Industrial Facilities”, Attachment 2, [Esbl and 2).

In cases where one and the same substance matyibetedl to different types, e.g.
“Flammable gases” and “Toxic substances”, the ansowoh such substance are to be
indicated in both columns. For individual substandeis sufficient to indicate their
amounts in the “Individual hazardous substancetmol.

Table “Information on Hazardous Substances HandtedIF” is to be ended with
the columns “Total” and “Limiting amount”.

The column “Total” should contain a total amount edch type of hazardous
substances present at the facility.

The column “Limiting amount” should contain the wa$ of limiting amounts of
hazardous substances as per the Federal Law “OetySaf Hazardous Industrial
Facilities”, Attachment 2, Tables 1 and 2.

The substances, which are used to characterizadastrial facility as a hazardous
one, are derived from the table “Information on &aous Substances Handled at HIF".
The determination of the industrial facility as Bus done by comparison of the total
amount of a hazardous substance present at thétyfasth its limiting values
established in the Federal Law.

It is recommended to tabulate the data on disiobubdf hazardous substances over
the facility equipment in the constituent-by-constnt manner as given below in table
A3.
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Table A3
Data on distribution of hazardous substances ovehe facility equipment

Process unit, equipment Amount of| Physical conditions of hazardou
hazardous substance presence
substance, t
Name of unit Name of — In in State of | Pressure,| Temperature,
substance, © & «»| equipment| unit | aggregation MPa °c
equipment; SEQ :
859 piece
# on Diagram, % 3o
hazardous Zo
substance
1.CHLORINE PRODUCTION
Storage unif Cask 30 1.0 40.0 Liquid, 3.5 ambient
Ne 1 Pos.1
chlorine gas

In total, hazardous substance — chlorine at theldiCle
Production” constituent, t

to include | in vessels (apparatuses), t

in pipelines, t

It is recommended to use the data presented imdab&e “Data on distribution of
hazardous substances over the facility equipmesntha input data for calculation of a
hazardous substance amount involved in variousthgtioal scenarios of accidents.

It is recommended to present the “Data on Facikgrsonnel as per Facility
Organizational Units and Constituents with Indicgti Its Average Number and
Maximum Number of Shift Personnel On Duty " in tiadulated format as below (table
A4).

Table A4
Personnel Allocation Data for Main Industrial Site of “EnskPlastic” Plant
Facility constituents Personnel, persons Name of Personnel, persons
average maximum orgaﬂﬁi?tlonal average maximum
shift shift
Vinyl chloride 160 240 Building 1 50 80
production
Building 2 40 60
Constituent # of the
declared facility
In total at facility:
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The “Data on Neighboring Organizations”, which mag affected by an accident

with indicting the distance from the facility bowarg and number of personnel in

maximum shift on duty, is recommended to present aable after the facility risk

analysis and identification of probable accidef¢eted areas have being done.

An example table is given below in table A5.

Table A5

Data on Neighboring Organizations

Name of organization

Distance from the facility
boundary

Number of maximum shift
on duty personnel, person

\v2)

1.DHP 1

900 m to the south

70

2. Trucking company

1200 m to south-west

100

...(other neighboring

organizations)

The “Data on Neighboring Settlements”, which mayabtected by an accident

with indicting the distance from the facility bowarg and maximum number of

population, is recommended to present as a talér #ie facility risk analysis and

identification of probable accident affected arbase being done. An example table is

given below in table A6.

Table A6

Data on Neighboring Settlements

Name of settlement

Distance from
facility boundaries

Population, persons

Type of developm

1. Rabochi

900 m to south

170

Urban-type village
store brick mansions

...(other neighboring
settlements)

The data on “characteristics of hazardous substdngeegecommended to present as

the table below in table A7.
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Hazardous substance characteristics

Table A7

N Source of
o/ Parameter name Parameter data
2 4
1. | Name of substance
1.1 | Chemical
1.2 | Commercial
2. | Formula
2.1 | Empirical
2.2 | Structural
3. | Composition, %
3.1 | Basic product
- basic substance’s fractio
of total mass, not less thai
3.2 | Admixtures (to identify)
- water fraction of total
mass, not more than
- NCl; fraction of total
mass, not more than
- non-volatile residue
fraction of total mass, not
more than
4. | General data
4.1 | Molecular weight
4.2 | Boiling temperature]C (at

pressure 101 kPa)




4.3 | Density at 20C, kg/nT

5. | Fire and explosive safety
data

5.1 | Flash point

5.2 | Self-ignition temperature

5.3 | Explosive limit

6. | Toxic hazard data

6.1 | PLC in the bay air

6.2 | PLC in atmospheric air

6.3 | Lethal toxic dose LG}

6.4 | Threshold toxic dosBClsg

7. | Reactivity

8. | Smell

9. | Corrosiveness

10. | Precaution measures

11. | Human impact data

12. | Protection means

13. | Substance neutralizing
measures

14. | First aid measures

The “Schematic Process Diagram” indicating the mamcess equipment and
describing in brief the process with regard tofdmlity constituents” is recommended to
present in a constituent-by-constituent manner.

It is recommended to indicate in the Schematic &sdiagram the cut-off valves
installed at the stage, unit boundaries.

The “Layout of major process equipment to treat andaus substances” is
recommended to present in a constituent-by-comstitmanner.

It is recommended that each Schematic Process &mabas its own major process

equipment layout.
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The “Layout” should also indicate locations of aohtboards, operator’s rooms,
switchboard rooms, door openings, dikeing, emergasguipment (fire extinguishers,
hydrants, personal protective equipment, commuimicatequipment, etc.).

The “List of major process equipment to treat hdaas substances” for the declared
facility is recommended to present in a constitt®nrtonstituent manner.

It is recommended that the Table “List of majorqass equipment to treat hazardous
substances” includes the following columns:

« “Equipment position number as per the Schematicéa® Diagram”;

* “Name of equipment and material” (to indicate tlasd material the equipment

is made of):
* “Number of equipment pieces”;
* “Location” (location of the equipment):

= “Purpose” (in accordance with the description ehtelogy); and
= “Technical characteristics” (for tank-type equiprhedimensions, volume
and capacity; for compressor pumps: production aapafor pipelines:
length and diameter).
The identification results obtained by an orgamaatoperating the hazardous
industrial facility are documented in the form aiéle below (table A8).
Table A8

Identification Form of Hazardous Industrial Facilit y*

1. Hazardous industrial facility

Full name of facility
1.1.

Location (address) of facility
1.2.

YIn paras. 1.1, 1.2, 4.1 — 4.4 the free right-hfield is to be filled out; in the right-hand
field of paras. 2.1—2.5 and 3.1 — 3.5 the sym¥should mark the relevant hazard attribute
and facility type codes.
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2. Hazard attributes of facility

Receipt, use, reprocessing, generation, storagesgortation

2.1. | destruction of hazardous substances indicated enFéderal Law “On 21
Safety of Hazardous Industrial Facilities”, Attactmh 1.
v
Use of equipment operated under pressure moreQtda@nMPa or, 22
2.2. at water heating temperature more than 115 v
Use of stationary hoisting devices, moving rammger ways, 23
2.3. | funiculars
Production of melts of ferrous and non-ferrous fsesmd alloys 24
2.4. | on their basis
Mining, mineral processing and underground openatio 25
2.5.
3. Type of facility
Facilities where hazardous substances are presegheiamounts
3.1. equal or exceeding the amounts established in #aergl Law “On 31
Safety of Hazardous Industrial Facilities”, Attactmh 2
Other than the facilities listed in para. 3.1 ofstlist where
3.2. hazardous substances are present in the amoustshkss the amounts
established in the Federal Law “On Safety of Haaasd Industrial
Facilities”, Attachment 2 32
Other than the facilities listed in paras. 3.1 82l which possess
3.3. | the hazard attributes indicated in paras. 2.1 —oPthis list 33

4. Operating organization(in accordance with the its Charter)

4.1.

Full name of organization

4.2.

Mailing address of
organization
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Telephone, facsimile

4.3. number
4.4 Superior agency

In summary, to conduct a risk assessment it is nesgary to:
1. Review and analyze:

« accidents and failures occurred to the facilitguestion;
» accidents occurred to similar facilities; and

» possible causes and factors facilitating initiat@on development of accidents at

the facility in question.
Identify possible accident scenarios.
Evaluate amounts of hazardous substances invaivéeiaccident.
Calculate probable accident affected areas.
Assess a possible number of affected persons.
Assess possible damage.

A list of methodological materials recommended risk assessment of accidents at

hazardous industrial facilities is given in Attactm E.
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Attachment B1. Screening for Potential Sources of Hazard

At as the first step in performing a preliminarygheds assessment, it is often useful
to go down a list such as the following and idgnvhich of the hazards might be present
at the facility. If one of the hazards can noutems a release of hazardous, radioactive,
or nuclear material to the environment or the aamutidl exposure of a worker, then it is
appropriate to just state that the hazard pressréghernot present or is considered to
present anegligible hazard. If it is present and can be quantified, theis &ppropriate to
guantify the magnitude of the hazard. For examplepact is

Table B-1. Screening for Potential Sources of Hazard

Basis for Including or Excluding from the

Hazard Analysis

Acceleration @Uncontrolled — too much
too little)

Inadvertent motion

Sloshing of liquids

Translation of loose objects

Deceleration (ancontrolled — too much
too little

Impacts (sudden stops)

Failure of brakes, wheels or tires

Falling objects

Fragments or missiles

Chemical Reaction (non-fire, can be
subtle over time)

Dissociation  (product reverts o
separate components)

Combustion (new product formed from
mixture)

Corrosion, rusting, etc

Electrical

Shock

Burns

Overheating
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Ignition of combustibles

Inadvertent activation

Explosion, electrical

Explosion

Commercial explosive present

Explosive gas

Explosive liquid

Explosive dust

Flammability and Fires

Presence of fuel — solid, liquid or gas

Presence of strong oxidizer — oxygen,
peroxide, etc

Presence of strong ignition source —
welding torch, heater

Heat and Temperature

Source of heat (non-electrical)

Hot surfaces, burns

Very cold surfaces, burns

Increased gas pressure caused by heat

Increased volatility caused by heat

Increased activity caused by heat

Mechanical

Sharp edges or points

Rotating Equipment

Reciprocating equipment

Pinch points

Weights to be lifted

Stability/toppling tendency

Ejected parts or fragments

Pressure

Compressed gas

Compressed air tool

Pressure system exhaust

Accidental release

Objects propelled by pressure




Water hammer

Flex hose whipping

Static

Container rupture

Over-pressurization

Negative pressure effects

Leak of Material

Flammable

Toxic

Radioactive

Corrosive

Slippery

Radiation

lonizing radiation

Ultraviolet radiation

High intensity visible light

Infrared radiation

Electromagnetic radiation

Laser radiation

Toxicity

Gas or Liquid

- Asphyxiant

Irritant

Systemic poison
Carcinogen or Mutigen

Combination product

Combustion product

Vibration

Vibrating tools

High nose source level

Mental fatigue
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Flow or jet vibration

Supersonics

Miscellaneous

Contamination

Lubricity

Add other hazards not included above
and unique to this facility?
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Attachment B2. Accident Hazard identification and risk assessment:
emergencies in the context of ISO 14001

ISO 14001 requires that environment aspects betiieh that may result from
normal (routine) operations as well as from abndroerations (system failures or
accidents leading to an emergence situation). dh@wing figure B2-1 products seweral
examples of products, activities or services tlat lead to environment impacts from

normal and/or abnormal operations.

Environmental Aspects

Potential Aspects Applicable to an HIF / Nucleacikty

Contribution from Normal and Abnormal Operations

Aspect Norma Abnormal
Toxic materials discharged to Potable Water Supply
Volatile Organic Carbons (VOC) Emissions
Scrap Generation
Solid Waste Generation
Fresh Water Use
Electricity Use
Release of Chemicals or Radionucli

NRXX X XK
ROOXROOX

*note that these aspects result from activitie®ined
in the production of products and services

Figure B2-1. Accident Hazard Identification and Rik Assessment: Understanding
Abnormal Operations in the context of ISO 14001

Notes: The discharges of radioactive materialhépotable water supply are zero
during normal operations. There could be radiadesl released to the potable water
supply as a result of abnormal operations, thahiaccidental release or discharge. The
term used in this risk assessment methodology ifpifgcant releases resulting from
abnormal operations is accident hazards. Simjladyap generation could occur from

normal operations and also from abnormal operat{essident cleanup), though scrap



generation would be dominated by normal operati@xgosure to toxic chemicals and

radionuclides is certainly possible from normal abdormal operations, from accidents.

Risk assessment can only be applied to abnormahbges. It can be used as a tool
to assist EMS managers to identify and define andr@enmental aspects that may have
significant impacts on the environment. The depelent of risk management plans is
akin to the ISO 14001 requirements to develop dives and targets and environmental
management programs for aspects having significapacts as well as for instituting

administrative or operational controls.

While normal and abnormal operations may share soamemon environmental

aspects, normal operations may be different fronoahbal operations in several ways.

1. The environmental limits are different for normaldaabnormal operations. The
limits are much lower from normal operations beeaoSthe effects of buildup in
the environment. If follows that the risk basedid®n criteria (consequence and

frequency) should be or are different as well.

2. For abnormal operations the objectives and targétan risk management or
environmental management program might for exanmalee two components,
frequency reduction and impact (consequence) reguct-or normal operations,

the environmental targets will almost always beantgeduction.

3. The impact data from normal operations can be péthby direct surveillance
whereas the impact data from abnormal operationsocdy be inferred from a
systematic analysis of postulated component falaed human errors, e.g. risk
analysis. For example, survey / monitor membeih®fgeneral public or workers
and put them in a whole body counter and measuwie tadioactive uptake and
show that environmental targets you establishechéomal operations are being
met. An organization can monitor their continuguprovement over time. Since
the severe accidents have not occurred, it is posible to estimate how much
uptake members of the public will receive, the iotpacan only be measured for
the accidents that have occurred and those tha besurred will always be a
small subset of the postulated accidents. It ¥adldhat it is relatively easy to
establish environmental targets for normal openatiand much more difficult to

establish objectives and targets for abnormal dper:
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4. A well-designed HIF or radiological and nuclear iliac will have very low

impacts from normal operations. If there are n@soeable releases - and that is
what they said for the airborne release path - theronly possible environmental
target would be to maintain zero releases fromf#udity. However one can
always affect abnormal releases by establishingatilbes and targets that reduce
the likelihood of an abnormal condition, the likelod of releases, or the

consequences of a release should one occur.

To these ends, defining "significance" is crucia§ this will lead to the list of

activities that will be the primary focus of acties managed by the EMS. Defining

significance is essential for identifying and ramklering priorities to focus resources,

develop Objectives and Targets (ISO 14001 Secti@B¥through risk assessment or

other environmental assessment techniques, (imgdudegulatory assessment, 1SO

14040, etc.), an in turn develop environmental mganzent programs (ISO 14001

Section 4.3.1) for each significant aspect.

All other aspects would be addressed as normalatpes under "Operational
Controls" (ISO 14001 Section 4.4.6) along with #htsat are identified as significant.

There are many ways to define significance. Thewing are some examples.

Develop a likelihood and severity or risk matrix ank order aspects. This

approach is very useful if the major aspects agadlkult of abnormal operations

Some organization rank order all regulated impastsignificant. This approach

is very useful if major aspects are the resultafmal operations.

Stakeholder interest (i.e., general public, medemvironmental groups,

legislators)

Use of the likelihood severity (risk) matrix to &y major environmental
aspects for abnormal operations and the rank omgleri environmental aspects

associated with normal operations and stakehoiderasts.

Percentile ranking within a distribution of scores)ich could be a mixture of

quantitative, regulatory, and stakeholder interests

Typically, significance is defined by the organiaat
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Traditional EMS defines significance as a functainscale, severity, probability,

and duration of impact, and should consider:
e air emissions
* releases to water
« waste management
e contamination of land

e use of raw materials and natural resources

other local and community issues
Mangers may consider three ways to frame signifiean

 Look in: What could stop our ability to do our sien? What would

advance it? What are leadership priorities?

* Look out: What damages or helps host communiti¥#gRat most helps or

hurts how they see us?

 Look forward: What changes are expected -- newsions, equipment,
siting, etc? How can we re-position to expeditesth changes or reduce

costs and impacts?

In the example table (see table B2-2) below, infttiom developed from the risk
assessment for accident hazards or abnormal operedin be used to assess aspects and
impacts: frequency, consequence and, legal reqaimean The risk matrices including
risk reduction action rankings/statements can bed u® help identify aspects from

abnormal operations having significant impacts.
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Table B2-2. Aspects and Impacts: example table

Legals & other |RISK/ CONSIQUENCE/
ASPECTS | ACTIVITIES IMPACTS requirments  |LIKELIHOOD  |[MAGNITUDE  RATING [SIGNIFICANT




Attachment C. Risk Matrix for hazardous industrial facilities

Figure C1 shows a possible risk matrix and theesponding action statements are shown

in the figure and also in Tab{&l.

Consequence sevel

Urgent
7 B A Immediate corrective action or
Process unit shutdown
6 C B A
5 C B A
4 C B A
A
3 C B Corrective action
within 3 months
Negligible B
2 Risk reduction C Corrective action A
] within 12 months
is not warranted
C
1 Corrective action B
within 24 months

10" 10® 10° 10* 10° 10® 10! 10°
Scenario probability, yedr

Figure C1. Quantitative Risk Matrix

Table C1. Risk Reduction Action Statements for FiguB1

Category Risk reduction action statements
A Based on the As Low As Reasonably Achievable (R84
principle, implement risk reduction measures witBimonths
B Based on the As Low As Reasonably Achievable (RI&
principle, implement risk reduction measures with? months
C Based on the As Low As Reasonably Achievable (REA
principle, implement risk reduction measures witB4 months




Some care must be taken in developing the riskatémiu action statements. The
statements shown in table C1 leave little leewathéofacility manger. If there is one of
the bounding accident scenarios is shown to fatha CategonA risk level, then the
manager must implement a program to reduce thaasiceout of Categon and ideally
below CategoryC within 3 months. There are risk scenarios, ts lof coolant accident
in nuclear power reactors being one of them whictla fall in the A category and it
would not be possible to reduce the level to bedd®in 3 months. What is being done
instead is to develop new reactor concepts thaneilhave any accident scenarios in the
A, B or C category but that will take 20 years.

Using the risk criteria shown in Figure 1, it istpmssible to quantify the risk level
for the accident scenario developed in SectioraBdtshown in table 8.

Therefore for quantitative risk assessment theetabkeds to be modified by adding
the "risk” column (see table2).

Table C2. Modified “If other than...?” Table Example with Rk Column Added and

Quantified
Ne What Scenario Safeguards | Consequences FrequencyRisk Comments
B If? Description
1 Too Contaminati| Low Level | Release of Probabilit | Based on Documente
much | on of lower| Alarm on| radioactivity in| y of large| the d resolution
water | room below| Pool Water excess of break frequency | of  Action
was pool, Level and| regulatory 0.001/year and ltem: 1
lost possible Periodic limits ; times| consequen concludes
from damage tq Surveillance probabilit | ce no fuel
the fuel  from | of Lower y of a|estimate, | cladding
pool loss of| Room Based on failure of | using rupture  will
cooling, and Figure 3 the the Figure 5,| occur
over consequences| surveillan | the  risk
exposure of Probability of| would be| ce systen) level for

personnel in safeguards | assigned 19 of  0.01] this
fuel storagg component | severity level 3 results in| scenario ig

area failure, 0.001 a a D, no
for alarm and frequency | risk
(1-0.999)* for  this| reduction
0.01 that scenario | is
operator  will of 10 | warranted
correctly *lyear.
respond tg
alarm

resulting in
probability of
surveillance

failure of 0.01
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Attachment D. Construction of a risk matrix for facilities using nuclear
power

General approaches to construction of the risk imnate applicable to all types of
hazardous activities. Nevertheless, the specifaradtter of the consequences and the
events themselves in the field of nuclear technebghould be taken into account in the
risk matrix that is constructed for facilities uginuclear power. In construction of the
matrix

» the corresponding range of probabilities of thenévgvas determined;

« various examples of event classification were erachiand the scale of ranking

the events according to their severity was chosen;

» the priorities of the correcting measures dependentthe results of risk

assessment were set.

Probabilistic scale
The probabilistic scale in the range of 18 10 year' was set on the basis of

analysis of normative documents, materials of phodistic safety analyses of some
nuclear and radiation hazardous facilities of Raussid expert assessments.

In particular, the average weighted probability axfsevere accident at modern
Russian reactors RBMK and VVER is assessed d¢rdactor-yearsy17] and lower.
The active international and domestic standardsh&eprobability of a severe accident
accompanied with the destruction of the core atekel of 10° (reactor-yearsy18] for
the currently designed reactors of the next geimeraihe development of advanced
reactors based on the concept of "natural safefygs into account probability of core
destruction in the range of 10- 10® (reactor-years). An event with the probability of
107 is judged by the specialists as nearly exceptedisitaken as the lower limit in the
matrix.

It is advisable to set the upper limit at the lesel@ year'. The statistics shows that
the events characterized by this level of probihificlude disruptions in the operation of
the nuclear power using facilities that did notdléa lowering of the level of safety of the
facility. These include violations of safety measyrfailures and false action of the

equipment etc.



Scale of consequence severity
Different classifiers are used dependent on thpgqae and the field of application of
the scale of classification of events at the faesi using nuclear power. The area of
radioactivity spreading is one of the simple andiiobis criteria characterizing the
severity of event consequences. According to thieron the events are divided into
[19]:

« on-site (the radioactive substances (RAS) relebsgdnd the equipment limits);

* Jlocal (release of RAS in the limits of the sanit@rptection area that exceeds

the set standards);

» general (release of RAS beyond the sanitary proteetrea that exceeds the set

standards).

Such a scale can be most effectively used in ifieation of means and resources in
planning and organization of actions aimed at dation of the accident consequences.

Analysis of various classifiers revealed that theg specific for each of the nuclear
radiation hazardous facilities. Normative documert§osatomnadzor of Russia provide
for categorization dependent on the features andemuences of the operation violations
of various types of nuclear and radiation- and aaoln-hazardous facilities (NPP,
research reactors, nuclear fuel cycle facilities)eAll the violations are divided into
accidents and incidents, and categorization is iBpefor each type of the nuclear
radiation hazardous facilities [20, 21]. In partasuthere 4 categories of accidents and 11
categories of incidents set for NPP. Classificatmmuclear fuel cycle facilities includes
6 categories of accidents and 5 categories of @mtgd Accident of maximum level (AO1)
for NPP is classified asRélease of the radioactive substances to the environment as a
result of a severe beyond design-basis accident which may lead to serious radiation
injuries among NPP personnel and population, harmful effect on health, contamination
of large territories. Transboundary transport of radioactive substances is possible. Long-
term radiation impact on the environment”. Accident of maximum level (AO1) for
nuclear fuel cycle facility is classified afddioactive release to the environment that
lead to exceeding of level B criteria of urgent decision-making at the initial stage of the
accident in the areas beyond the control area of nuclear fuel cycle facility”. NRB-99

provide for three population protection measureshat initial stage of a radiation
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accident: sheltering, iodine prophylaxis and ev#onalt also sets intervention levels A

and B for each of the measures. Decision on imphatien of the protective measure is
taken on the basis of comparison of the predictesk dorevented by a measure with
levels A and B. If level B is exceeded then theregponding measure should be
implemented even if it will lead to disruption obrmal activities of the population and

functioning of the territory. If we take shelterimg a protective measure, then NRB-99
sets the prevented population exposure dose of&p anmd more as level B. The value is
an order of magnitude lower than the one that earse& serious radiation injuries.

The more general classification used for assesswieatcident severity from the
point of view of safety, is International Nucleavdat Scale (INES) [11]. The scale is
applicable to any event connected treatment of eamncimaterials and radioactive
substances including events during their transporta The classification procedure
includes an analysis of an array of quantitativel gualitative criteria such as the
condition of the protective barriers, safety sydertne amount of the release to the
environment, population and personnel dose le®&lsh a generalized approach may be
used not only for classification of scenarios dlrevents, but also for classification of
scenarios of events considered in risk assessifahg into account the more universal
character of INES, it was decided to use this seeld classification procedure for
ranking of the scenarios according to the sevefithe consequences.

Risk matrix for nuclear power using facilities
The draft of risk matrix for nuclear power usingifgsies suggested in the current

work is shown below (see fig. D1).
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INSTANT CORRECTING
7 A ACTION OR HALT OF THE
FACILITY
B A
A
C B A
5
E
g
5 C B A
: 4
3
g C B A
a |3
[E]
NEGLIGIBLE C B A
4 RISK, NO
CORRECTING
C B A
1 ACTIONS
REQUIRED
C B
1]
107 1o 103 104 103 102 10! 1n°

Prohahility of the scenario, vear'1

Figure D1. Risk matrix for facilities using nucleapower

The area within the double line is the risk corrjdavhere planning and
implementation of corresponding correction measisgesquired. The area below the line
represents negligible risks, where correction messsdo not guarantee lowering of the
risks. The area above the line represents impeibtyshigh risks. Urgent safety
measures or halting the operation of the facibtyequired in case of such risks.

The risk corridor for the risks that require pradi@c measures has various areas
marked A, B, C, which determine the criticalitytbk scenarios and urgency of carrying
out the corresponding measures. This requires somenent. The terms of realization of
such actions are not set in Russia. At the same, tam it was mentioned above, any

disruption of operation mode of a nuclear fuel eyfdcility must be examined by the
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commission within 15 days. A report and a plan afrection measures are worked out
based on the results of the work. They containetkecutors and the terms of works,
which are sent to all similar facilities. The terro$ the measures are set by the
management of the facility in agreement with fetlémapection agencies taking into
account the complexity of the works and their cbkerefore, the terms given in the risk
matrix should be considered as approximate terinseéms that it is advisable to
distinguish urgent (3 months), planned (12 mon#éms) long-term (24 months) correction
actions. If we speak about the urgent measuresit(Ageds to be specified that they are
interpreted first of all as unplanned measureseadhiwut according to separate programs
of technical and organizational direction developadthe basis of the risk matrix. As
practice of correction measures implemented affierviolations of level 0 and 1 shows,
such measures are generally carried out withinethm@nths. However, in general,
implementation of such works may last for seveedrg in the case when the measures
affect such problems as, for example, changingdgsgn. Category B is interpreted as
inclusion of measures developed on the basis &f assessment in standard annual
reports and safety assurance plans (see aboveggdat C includes perspective
measures, which are recommended for consideration.

Ranking of the area limited with a double line &degories A, B and C was done on
the basis of expert assessments. Events with mminwategory of severity and
probability level of 18 were ranked as category B due to the followingiargnts. Such
deviations are negligible from the point of viewsaffety, but due to their frequency they
are treated as nearly inevitable and thus requiséemsatic work on reduction of their
number.

Normative documents of federal and facility levallso demand carrying out planned
measures directed at reduction of facility affecthoiman and environment (see above).

It is recommended to carry out an analysis, develod realize a program of
measures for events with lower possibilities {2107 year'), but the terms of realization
are not critical in this case (category C).

Events that lead to consequences of the first oage@nomaly), the possibility of
which is assessed as®lgear, were ranked as category A. Such events requigentr

detailed assessment and carrying out correctiorsumes. In case of lower possibilities
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(10%-10?), correction measures may be implemented undaramprogram of measures
directed at raising of the safety (B).

The possibility of a severe accident for moderndfarsreactors RBMK and VVER
was assessed at the value of(t@actor-years) and lower. According to the severity
scale, such an accident may correspond to categaapd above. Such a condition
requires systematic work on raising of the safetgoading to the opinion of the
experts.

Scenario of a major accident, the possibility oickhwas assessed by the experts as
107 (reactor-years) (practically improbable event) requires detaileciraination and
taking of urgent countermeasures according to th&ixa The situation corresponds to
modern state of work on designing of perspectivdear reactors, which are designed to
have the possibility of core destruction 0f®1010” (reactor-years)

The matrix given has the following differencesdgingpared to the risk matrix used in
chemical industry (see section 2.5):

« wider range of severity of the consequences ofvente
» specific criteria for assessment of consequencerggwere used;

» the critical area, where immediate correction actsorequired, was widened for

events with probability higher than 10
» the area of negligible risk was narrowed.

The constructed risk matrix may be used for devalemt of program of measures

aimed at enhancing the safety at a stage of facifieration based on relative risks.
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Attachment E. List of methodological document recommended for
use while conducting risk analysis of hazardous industrial facilities

N

w

B

;

(o))

~

(o]

(o]

RD 08-120-96. Methodological guide on risk analysis hazardous industrial

facilities.

. PB 09-170-97. General explosion safety rules fopla@sion and fire hazardous

chemical, petroleum chemical and oil refining ptant

PB 03-182-98. Safety rules for overland liquid aomm storage facility.

PB 13-01-92. Unified safety rules for conduct tadbing operations.

NPB 105-95. Identification of explosion and firezaed categories of premises and
buildings. —M.: State Fire Protection HQ of the Ministry of Interiaf the Russian

Federation.

. NPB 107-97. Identification of fire hazard categera# outdoor facilities. —M.: State

Fire Protection HQ of the Ministry of Interior di¢ Russian Federation.

. RD 52.04.253-90. Methodology for prediction of scabf noxious substance

contamination resulted from accidents (collapse)aatardous chemical facilities and
transport (approved by CDHQ of the USSR).

. Chemical accident consequences assessment methpd@BOKSI” method) as

agreed upon with Gosgortekhnadzor of Russia (left@3.07.98\e 10-03/342), RTC

«Promyshlennaya Bezopasnost» (Industrial Safe§99.1

. Methodology for assessment of consequences of emeyguel and air mixtures as

agreed upon with Gosgortekhnadzor of Russia (left@3.07.98\e 10-03/342), RTC

«Promyshlennaya Bezopasnost» (Industrial Safe§99.1



10.Methodology for forecasting an engineering situatid cities and regions in case of
emergencies. -M.: v/ch 52609, 1991.

11.Methodological guide for forecasting and assessmérdhemical situation in case
emergencies. —M.: All-Russia Research Institute for Civil Defensand

Emergencies, 1993.

12.Methodology for earthquake consequence assess@aligdted methodologies on
forecasting of possible accidents, catastrophernatgral disasters in the RSE (Book

1), M.: Ministry of the Russian Federation for Emergescil994.

13. Collected methodologies on forecasting of possalol@dents, catastrophe and natural
disasters in the RSE (Books 1 and ®).. Ministry of the Russian Federation for

Emergencies, 1994.

14.Prevention of major accidents. Practical Guide. édgyed with participation of
UNEP, MBT and WHO/Transl. fr. Engl.; ed. By E.V.tResyansM.: MP «Rarog»,
1992. — 256 p.

15. Manual of Industrial Hazard Assessment Techniq@#tce of Environmental and
Scientific Affairs. The World Bank.

16.Assessment of chemical hazard of process facilitielethodological
recommendations. Novomoskovsk Advance Trainingitlrist for Managers and

Specialists of Chemical Industry, Tula, 1992.

17.IEC Standard «System reliability analysis. Analysef failure type and
consequences». Publ. 812 (1985M.: 1987.-23 p.

18.EC 1025: 1990 — Fault tree analysis (FTA)EC standard «Fault tree analysis »,
1990.

19.GOST R 27.310-93. Analysis of types, concequenndscaticality of failures. Basic

provisions.
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20.Provisional recommendations on the developmentcofdant localization plans for
chemical processing facilities. (GosgortekhnadZahe USSR, 05.07.90)

21.RD «Methodological Guide for accident risk assesgn@ oil-trunk pipelines».
Approved by JSC «Transneft», OrdeNe 152 of 30.12.99; agreed by
Gosgortekhnadzor of Russia, letter of 07.0\®90-03/418.

22.Industrial Guide for analysis and assessment kfreékated to technological impacts to
humans and environment due to construction andatiparof facilities for mining,
transportation, storage and reprocessing of hydbocaraw materials to improve their
reliability and safety. % edition / RISC «Gasprom», 1996. — 209 p.

23.Methodological Recommendations for assessment wir@mmental efficiency of
processes /Kirillov O.T., Vorobiev A.S., Shubin K.\ enNIIgiprokhim, 1987-39 p.

24.Guiding Principles for Chemical Accident Preventiétreparedness and Response -
Guidance for Public Authorities, Industry, Labodabthers. OECD, Paris, 1992

25.American Institute of Chemical Engineers, Center @hemical Process Safety:

various publications on chemical process safetyagament and risk assessment
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Attachment F. List of documents
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Convention on Safety Regime Compliance Controhmfield of the Use of Nuclear
Energy (Paris, 1957).

Convention on Third Party Liability in the Field oNuclear Energy (with
modifications by Additional Protocol of January 2B964, and of November 16,
1982) (Paris, 1960).

International Convention on Safe Containers (C&&&ngva, 1972).

Convention on Early Notification of a Nuclear. 1986

Convention on Assistance in case of a Nuclear Astier Radiological Emergency.
1986.

Convention on Environmental Impact Assessmentlinaasboundary context. 1991.
Convention on Transboundary Effects of Industriatilents (Helsinki, 1992).
Convention on Nuclear Safety. 1994.

Convention on Civil Liability for Nuclear Damage997.

10.Joint Convention on the Safety of Spent Fuel Mansgd and on the Safety of

w N

o o &

© N

Radioactive Waste Management. 1998

Federal laws
Federal lawNe 116-FZ of 21.07.1997 «On Industrial Safety of Hdpars Industrial
Facilities”.
Federal lawNe 69-FZ of 21.12.1994 «On Fire Safety».
Federal law Ne 117-FZ of 21.07.1997 «On Safety of Hydraulic Engimeg
Facilities».
Federal lawNe 5154-1 of 10.06.1993 «On Standardization».
Federal lawNe 170-FZ of 21.11.1995 «On the Use of Atomic Energy».
Federal lawNe 181-FZ of 17.07.1999 «On Fundamentals Of Labotdetmn in the
Russian Federation».
Federal lawNe 3-FZ of 09.01.1996 «On Radiation Safety of Popatati
Federal lawNe 125-FZ of 24.07.1998 «On Compulsory Social Insceaagainst

Accidents».



9. Federal lanNe 52-FZ of 30.03.1999 «On Sanitary and EpidemiolaigWell-being of
Population».

10.Federal lanNe 7-FZ of 10.01.2002 «On Environmental Protection».

11.Federal lawNe 96-FZ of 04.05.1999 «On Ambient Air Protection».

12.Federal lanNe 225-FZ of 30.12.1995 «On Natural Resources».

13.Federal lawNe 1 13-FZ of 19.07.1998 «On Hydrometeorological &memw.

14.«Water Code of the Russian Federation».

15.Federal lanNe 174-FZ of 23.11.1995 «On Ecological Expertise».

16.Federal lawNe 31 —FZ of 26.02.1997 «On Preparedness Activity idobilization in
the Russian Federation».

17.Federal lawNe 28-FZ of 12.02.1998 «On Civil Defense».

18.Federal lanNe 151-FZ of 22.08.1995 «On Emergency Rescue SerandsRescuer
Status».

19.Federal lawNe 68-FZ of 21.12.1994 «On Protection of Population & erritories
against Natural and Man-induced Emergencies».

20. «Criminal Code of the Russian Federation».

21.«Labor Code of the Russian Federation».

22.«Administrative and Procedural Code of the RusBrderation».

23.Federal law Ne 68-FZ of May 12, 2000, On organizations’ admirastre
responsibility for breach of the legislation in tiedd of the use of atomic energy.

24.Federal lawNe 29-FZ of April 3, 1996, On financing of extremalgdiation and nuclear

hazardous industrial enterprises and facilities.

Regulatory legal acts of the President of the Russ Federation

1. Ne 1355 of November 12, 1992. On State Regulatonhéuties (with modifications
Ne 710 of July 9, 1997, ang 922 of August, 7, 1998.

2. Ne 1923 of September 15, 1994. On priority measuoesmprovement of nuclear
material accounting and security system.

3. Ne 389 of April 20, 1995. On additional measuresrgjthening control of compliance
with environment safety requirements for spent @aicfuel reprocessing.

4. Ne 166 of February 8, 1996. On improvement of nucl&ael cycle enterprise

management.
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. Ne 1012 of July 2, 1996. On Guarantees for Safe dalbll& Functioning of Russian
Federation Nuclear Power.

. Ne 26 of January 21, 1997. On Federal Bodies of BxexWPower Authorized for
State Safety Regulation in the field of Atomic Emer

Regulatory legal acts of the Government of the Rugs Federation

. Ne 505 of July 22, 1992. On Approval of Procedure hoventory of Sites and
Facilities for Mining, Transportation, Reprocessidgplication, Collection, Storage
and Disposal of Radioactive Substances and loniRiagliation Sources on the
Territory of the Russian Federation.

. Ne 238 of March 7, 1995. On List of Enterprises &rganizations with Radiation
and Nuclear Hazardous Facilities involved in Depetent, Production, Operation,
Storage, Transportation, Disposition of Nuclear Yaes, Components of Nuclear
Weapons, Radiation Hazardous Materials and Produgte modifications of July
27, 1996).

. Ne 773 of June 29, 1995. On Approval of Proceduredoreptance of Spent Nuclear
Fuel from Foreign Nuclear Power Plants for Furtliprocessing at Russian
Enterprises and Return of Radioactive Waste andeiiéds Generated during
Reprocessing thereof.

. Ne 291 of March 16, 1996. On Approval of Provisions Procedure on Transfer of
Radioactive Substances and Products thereof toframd the Russian Federation
(with modification of December 27, 1996).

. Ne 677 of June 11, 1996. On Measures for Implememtati DecreeNe 166 of the
President of the Russian Federation of February®6, “On Improvement of
Nuclear Fuel Cycle Enterprise Management®.

. Ne 1205 of October 14, 1996. On Concept of State darcMaterial Accounting and
Control System

. Ne 93 of January 28, 1997. On Procedure for DeveloprmeRadiation and Hygienic
Certificates for Organizations and Territories

. Ne 306 of March 14, 1997. On Decision-Making Regolasi for Siting and

Construction of Nuclear Installations, Radiatioruf@s and Storage Facilities.
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9. Ne 392 of April 5, 1997. On Approval of ProvisionsrfMinistry of the Russian
Federation for Atomic Energy.

10.Ne 865 of July 14, 1997. On Approval of Provisions icensing in the field of the
Use of Atomic Energy.

11.Ne1298 of October 11, 1997. On Approval of Regulaidor State Accounting and
Control System for Radioactive Substances and Ratiie Waste.

12.Ne 1511 of December 1, 1997. On approval of Provsidor development and
adoption of federal standards and rules in thel fi¢lthe use of atomic energy and list
of federal standards and rules in the field ofuke of atomic energy.

13.Ne 746 of July 10, 1998. On approval of Rules fotestauclear material accounting
and control system.

14.Ne 426 of June 1, 2000. On approval of Provisionsstmial and hygienic monitoring.

15.Ne 962 of December 15, 2000. Provisions for stateoatting and control of
radioactive substances and radioactive waste iRtssian Federation.

16.Ne 204 of March 19, 2001. On state competent authdoit nuclear and radiation
safety under transportation of nuclear materialjo@ctive substances and products
thereof.

17.Ne 265 of April 22, 2002. On approval of Provisions leederal nuclear and radiation

safety authority of Russia.

Federal standards and rules in the field of the usef atomic energy

1. General Safety Provisions for Nuclear Power PlaDiB-88/97. NP -001-97 (PNAE
G-01-011-97). Approved by Order No.9 of Gosatomwoadx Russia of November
14, 1997. Effective as of July 1, 1998. Previouswtoent: General Safety Provisions
for Nuclear Power Plants. (OPB-88) PN AE G-1-011-8®satomenergonadzor of
USSR, 1990. Effective for a period of July 1,199une 30, 1998.

2. Safety Rules for Nuclear Power Plant Radioactivesd/danagement NP -002-97.
PNAE G-14-41-97. Approved by Order No.7 of Gosatadmor of Russia of
September 29, 1997. Effective as of July 1, 1998.

3. Provisions for Investigation Procedure and Recdruxlear Power Plant Operation
Violations. NP -004-97 (PNAE G-12-005-97). Approvésy Order No.12 of
Gosatomnadzor of Russia of December 19, 1997. tféeas of July 1, 1998.
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. Previous document: Provisions for Investigationcdedure and Record of Nuclear
Power Plant Operation Violations. PNAE G-12-005-%dospromatomnadzor of
USSR, Minatomenergoprom of USSR. Effective as ab@®er 1, 1991. Provisions for
procedure of emergency announcement, urgent inteymatransmission and
emergency assistance to nuclear power plants ie cdsradiation hazardous
situations. NP-005-98.

. Requirements to the content of safety assessmeoittdr nuclear power plants with
VVER. Reactors. NP-006-98 (PNAE G-1-036-95). Apmdvby Order No.7 of
Gosatomnadzor of Russia of May 3, 1995. Effectivédagust 1, 1995. Modification
Nel approved in 1996. Modificatiakkel of June 1, 1996.

. Safety rules for commercial reactor decommissioniig-007-98. Gosatomnadzor of
Russia, 1998.

. Nuclear Safety Rules for Critical Test Bench. NBB-@8. Gosatomnadzor of Russia,
1998.

. Nuclear Safety Rules for Research Reactors. NPI809s0satomnadzor of Russia,
1998.

. Regulations for design and operation of confiniafey systems of nuclear power
plants. NP-010-98. Gosatomnadzor of Russia, 1998cedding document:
Regulations for design and operation of confiniafe/ systems of nuclear power
plants. PNAE G-10-021-90. Approved by Order4 of Gospromatomnadzor of the
USSR of May 4, 1990. Effective on April 1, 1991.

10.Requirements to Quality Assurance Program for NarckRower Plant. NP-011-99.

Gosatomnadzor of Russia, 1999.

11.Safety Rules for Nuclear Power Plant Unit Decommssg. NP-012-99.

Gosatomnadzor of Russia, 1999.

12.Spent Nuclear Fuel Reprocessing Installations. taRequirements. NP-013-99.

Gosatomnadzor of Russia, 1999.

13.Rules for Investigation Procedure and Record oflations involving Radiation

Sources and Radioactive Substances Applied in Nati&conomy. NP-014-2000.

Gosatomnadzor of Russia, 2000.
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14.Standard Action Plan for Personnel Protection irseCaf an Accident at Nuclear
Power Plant. NP-015-2000. Minatom of Russia, Gosasawzor of Russia. Effective
in 2000.

15.General Safety Provisions for Nuclear Fuel Cycleilkges. NP-016-2000 (OPB
OYaTTs). Gosatomnadzor of Russia, 2000.

16.Basic requirements to nuclear power plant unit ldgtension. NP-017-2000.
Gosatomnadzor of Russia, 2000.

17.Requirements to the content of safety assessmgaoittf®r nuclear power plants with
BN reactors. NP-018-2000. Gosatomnadzor of Ru26i@0) .

18.Collection, reprocessing, storage and conditiomhfiquid radioactive waste. Safety
requirements. NP-019-2000. Gosatomnadzor of Rua8).

19.Collection, reprocessing, storage and conditiommhgolid radioactive waste. Safety
requirements. NP-020-2000. Gosatomnadzor of Rua8).

20.Gaseous Radioactive Waste Management. Safety Reoemts. NP-021-2000.
Gosatomnadzor of Russia, 2000.

21.Requirements to justification of nuclear facilitggsign life extension. NP-024-2000.
Gosatomnadzor of Russia, 2000.

22.Requirements to nuclear material balance zonesicdear installations and nuclear
material storage facilities. NP-025-2000. . Gosatadzor of Russia, 2000.

23.Provisions for Investigation Procedure and Recdruxlear Power Plant Operation
Violations. NP-027-01. Gosatomnadzor of Russia, 1200

24.Safety Rules for Research Nuclear Installation Dewogssioning. NP-028-01.
Gosatomnadzor of Russia 2001.

25.Basic Rules for Nuclear Material Accounting and @oh NP-030-01.
Gosatomnadzor of Russia. 2001.

26.Nuclear Power Plant Siting. Basic Safety Criterrad ERequirements. NP-032-01.
Approved by OrderNe 10 of Gosatomnadzor of Russia of November 8, 2001.
Effective on April 30, 2002. Preceding document:cidar power plant siting. Basic
safety criteria and requirements. PNAE G-03-33A@8proved by OrdeNe 11 of
Gosatomnadzor of Russia of December 2, 1993. Hffeabn January 1, 1994.
Preceding document: Requirements to nuclear polaet piting. 1987. Approved by

Bureau of USSR Council of Ministers for fuel anceegy complex (protoca\e 14 of
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October 22, 1987). Approved by Gosatomenergonadzdne USSR. Effective on
01.12.1987.

27.Nuclear safety rules for reactor installations atlear power plants.(PBYa RU AS-
89). PNAE G-1-024-90. Gospromatomnadzor of the USSfRective on September
1, 1990. ModificatiorNel of December 27, 1999.

28.Requirements to the content of safety assessmeaitti®r nuclear power plants with
VVER reactors. PNAE G-1-036-95. Approved by Order7 of Gosatomnadzor of
Russia of May 3, 1995. Effective on August 1, 198mdification Nel approved in
1996. ModificationNel of June 1, 1996.

29.Record of external impacts of natural and man-ieduarigin to nuclear and radiation
hazardous facilities. PNAE G-05-035-94. ApproveddngerNe 4 of Gosatomnadzor
of Russia of April 9, 1995. Effective on July 1,980

30.Safety rules for nuclear fuel storage and transpiort at nuclear facilities. (PBYa T-
HT-90). PNAE G-14-029-91. Approved by Ordes 12 of Gospromatomnadzor of
the USSR of 31.10.1991. Effective on July 1, 1992

31.General safety provisions for research reactorBAR-94). PNAE G-16-34-94.
Approved by OrderNe 11 of Gosatomnadzor of Russia of December 30, .1994
Effective on July 1, 1995. AmendmeXitl of December 27, 1999.

32.Radiation safety standards. (NRB-99). SP 2.6.19%8Minzdrav of Russia, 1999.
Preceding document: Radiation safety standards M&B7. 3-d edition, revised and
amended. USSR Ministry of Health. Moscow ENERGOATIABIAT. 1988.

33.Basic sanitary rules for radiation safety (OSPORB-9Chief State Sanitary
Inspector, 29.12.1999. Preceding document: Bammitagy rules for dealing with
radioactive substances and other ionizing radiasoarces. (OSP-72/87). 1987 .
Minzdrav of the USSR. Amendmene 5789-91 of June 10, 1991, “Limitation of
population exposure to natural ionizing radiationrses” (this document duplicates
paragraph 1.4 OSP-72/87).

34.Sanitary rules for design and operation of nuclpawer plants. (SP AS-99).
Minzdrav of Russia. 1999. Agreed by Gosatomnadz&ussia.

35.Sanitary rules for design and operation of reseamaotiear reactors. (SP 1128-73).
Minzdrav of the USSR. 1973.
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36.Sanitary rules for design and operation of crittesk benches. (SP-KS-88). Minzdrav
of the USSR. 1988.

37.Sanitary standards for nuclear enterprise and liastan design (SNP-77).
Minsredmash of the USSR.1978.

38.Radiation Safety Rules for Nuclear Power Plant @pen. (PRB AS-89). Minzdrav
of the USSR. 1989.

39.Radiation safety rules for railway transportatidmaclear power plant fuel. PRB-88.
Minzdrav of the USSR, GKAE of the USSR, Minsredmaslthe USSR, MT of the
USSR. 1988. Supplementary document: Safety rulestrimsportation of spent
nuclear fuel of nuclear power plant of EAC membéates. Part 1: Railway
transportation. Economic Assistance Council. ExgeuCommittee. Moscow. 1988.

40.Safety Rules for Radioactive Substance TransportaiPBTRB -73). Minzdrav of
USSR, GKAE of USSR, MIA of USSR. 1974.
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